[Tpunoxenue Ne 1 k npukazy No
OT «__ » 201 1.

Konuenmus
nH(pOopMaITMOHHOM 0€30IaCHOCTH aBTOMATHU3UPOBAHHBIX
HH(POPMAITMOHHBIX CUCTEM

r. Upkyrck
2017



10.

11.

12.

13.

14.

15.

16.

COJAEP)KAHUE

(0810101 () (17 P SRR PRRERP 3
OOO03HAYCHUS Y COKPAIIICHIIS . ..eevveeeasteeeiteeaieeesseeessteeessteaessbeeeasseeeasseeeasseeaasseeaasseesnneesnnneesnnnas 7
301 (<3 07 (T 8
OOTITHIC TTOTTOMKEHFIS « - e vvveeseusesenseeennsssennsese s aese s eeae s eae s seesnseesnnseeenseeennseennnneennnseennns 9
3a/a4i CHCTEMBI 3aIUTHI HEPCOHATBHBIX JAHHBIX 1vvvreeeessessisssrrrreeeeeeessssssssssssreseeesssannns 10
OO BEKTBI BATIIAITD v+ +ev vt eesesnsssssnsssssnsssesnsssesnsssssnsssesnsssssssessnssessnssessnnsesssnsessnnsessnneeees 11
Knaccudukaiys nonp3oBaTeieil aBTOMATH3UPOBAHHON HHPOPMALIMOHHOM CUCTEMB . ........ 12
OCHOBHBIE MPUHIUIIEI TOCTPOEHHUS CUCTEMBI KOMILIEKCHOMN 3aIUThl HHPOPMALIHUH. ............ 13
Mepbl, METO/IbI U CPEICTBA 0becrede s TPEOYEMOrO YPOBHS 3AIIUIIEHHOCTH ... vv........ 166

KoHTposb 5 (hEeKTUBHOCTH CHCTEMBI 3aIUTHl ABTOMATU3UPOBAHHON HH(OPMAlMOHHOM cuctembl 19

Cdepsl OTBETCTBEHHOCTH 33 O€30MACHOCTD MEPCOHATBHBIX JAHHBIX 1eeeeeveiuvrrrrereeseeeessennns 20
MOIEND HAPYIIUTEISA GE30TIACHOCT . vvvvveeessssreesessnssssesesansssnseessssssseessanssssesessnnssneeesans 21
MOJIED YTPO3 GE3OMACHOCTH «.vvvvvreesssssuersessssssessssssssssssesansssnssessnsssseeesansssesesansssseeesans 22
MeXaHU3M PEATUIALUU KOHIIEIIIHI  «1vvvvveeeeeessssssssssreeeesesesssssssssssnsssseesesssssnssnsssssseeens 23
Oxunaembiil 53PGEKT OT peamu3auh KOHIIEIIIIHAT . ..vuvvnieeirieniersensrnsensenssnssaseneesnsennss 24
CIIHMCOK HCIIONB30BAHHBIX HCTOUHIKOB 1.vvvsseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 25



1. Onpenenenus

B HacTosi111eM JOKYMEHTE HCIONb3YIOTCS CAEAYIOLME TEPMUHBI U UX OIPECIICHNUS.

AyTeHTHQUKALMS OTHPABHUTEIs] [JaHHBIX — TOATBEPKACHHE TOrO, 4YTO OTIPABUTEINb
IIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asBIICHHOMY.

be3onacHOCTh NEPCOHAIBHBIX JAHHBIX — COCTOSHUE 3AIMIIEHHOCTH IEPCOHAIBHBIX IAHHBIX,
XapakTepu3yeMoe CIIOCOOHOCThIO TIOJBh30BATENEH, TEXHUYECKUX CPEICTB U HH(POPMALMOHHBIX
TEXHOJIOTUI 00ecnedynTs KOH(PUIEHIMAIbHOCTh, LEIOCTHOCTh U JJOCTYIHOCTh IEPCOHANBHBIX AAHHBIX
npu uX 00paboTKe B aBTOMATU3HPOBAHHBIX HH()OPMAIIHOHHBIX CUCTEMAX.

buomerpuyeckne  1nepcoHaJbHbIC  JAHHbIC —  CBEACHHsA, KOTOPbIE  XapaKTEPU3YIOT
¢u3nonornueckue 0coOEHHOCTH 4YEJIOBEKa M Ha OCHOBE KOTOPHIX MOXXHO YCTAaHOBUTH €0 JIMYHOCTD,
BKJIIIO4asg (oTtorpaduu, OTIEYATKHU MANbLEB, 00pa3 CeTYaTKU Ijia3a, OCOOEHHOCTU CTPOCHHUS Tela U
JPYTyIo Mo100HyI0 HH(OPMAIIHIO.

BJiokupoBaHMe NMepcOHAJbHBIX JaHHBIX — BPEMEHHOE IIpeKpalleHue coopa, CUCTeMaTH3alHH,
HAKOIUIEHUS, UCIIOJIb30BaHUs, PaCIIPOCTPAaHEHUs, IEPCOHATIBHBIX JAHHBIX, B TOM YHCJIE UX NEPEIAUH.

Bupyc (koMnbloOTepHbIl, NPOrpaMMHBINA)— HCIOJHIEMbIA MPOrPaMMHBIA  KOA WU
UHTEPIIPETUPYEMbIII  HA0Op  MHCTPYKUMH, OONajaroluii  CBOWCTBAMHM  HECAHKIIMOHUPOBAHHOIO
pacrpocTpaHeHus U camoBocnpousBeneHus. Co3aanHble AyOIMKaThl KOMIBIOTEPHOIO BUpYyca HE Bcerja
COBMNAJAIOT C OPUTMHAIOM, HO COXPAHSAIOT CIOCOOHOCTh K JAJIbHEHIIEMY paclpOCTPAHEHUIO U
CaMOBOCITPOU3BEICHHUIO.

Bpenonocnasi  mporpamMma —  mporpamMma, — OpeJHa3HayeHHass  JUId  OCYIIECTBJICHUS
HECAaHKIIMOHMPOBAHHOTO JIOCTyNa M (WIM) BO3JACHCTBUS Ha IEPCOHAIbHBbIE TaHHbIE WU PECYpPCHI
aBTOMATHU3UPOBAHHOW MH(POPMALITMOHHON CUCTEMBI.

BcenomoraresibHbIe TEXHMYECKHE CPEACTBA U CHCTEMbI — TEXHUYECKUE CPENICTBA U CUCTEMBI,
HE IIpelHa3HauYeHHbIE JUIsl epeadn, 0OpadOTKU U XpaHEHUs IEPCOHANIbHBIX JJAHHBIX, YCTaHABINBAEMbIE
COBMECTHO C TEXHHUYECKUMH CpEACTBaMH M CHCTEMaMM, HpeJHa3HAuYeHHbIMH JUIsI 00paboTKU
NEPCOHAIbHBIX JaHHBIX MJIM B IIOMELIEHUSAX, B KOTOPBIX YCTAHOBJIEHbl ABTOMAaTU3UPOBAHHBIC
UH(POPMALIMOHHbIE CUCTEMBI.

JocTyn B omepalMOHHYI Cpeay KOMIbIOTepa (aBTOMATH3MPOBAHHON HMH(OPMALUOHHONI
CHCTeMBbI) — [TOJyYCHHE BOSMOXKHOCTH 3aIlyCKa Ha BBIMIOJHEHUE ITATHBIX KOMaH, (QyHKIHIA, IpOLeIyp
OTIEPALIMOHHON CHUCTEMBbI (YHHUYTOXKCHHUS, KOTMMPOBAHUS, IMEPEMEIICHUS U T.II.), UCHOJHIEMBIX (ailyioB
IIPUKIIAIHBIX IPOTPaMM.

Joctyn Kk nHpOPMALMHU — BO3MOXKHOCTD ITOJIy4eHUsI HH(GOPMAIIMU U €€ UCIIOJIb30BAHHUS.

3aky1ai0uHOe YCTPONCTBO — 3JIEMEHT CpEeACTBAa CheMa HH(pOpPMAIMM, CKPBITHO BHEIPSEMBIN
(3akianpIBaeMblii MJIM BHOCHUMBIM) B MecCTa BO3MOXKHOIO CheMa HHQoOpManuu (B TOM 4YHCIE B
orpax<ieHue, KOHCTPYKILIMIO, 000pyA0BaHKe, PEAMETbl HHTEphEpa, TPAHCIIOPTHBIE CPENICTBA, A TAKKE B
TEXHUYECKUE CPEICTBA U CUCTEMBI 00padOTKU HH(OpMAIIUN).

3ammmaemass wuHdopmanusa — UHPOpMaLUs, SBIAOLIAsICA NPEIMETOM COOCTBEHHOCTH U
noJyiexaliasl 3aluTe B COOTBETCTBHUM C TPEOOBAaHUSMHU IPABOBBIX JOKYMEHTOB WJIM TPeOOBAHUSIMH,
yCTaHaBJIMBAaEMbIMU COOCTBEHHUKOM HH(pOPMAIIHH.

Hnentudgukanus — npuCBOCHHE CyOBEKTaM U OOBEKTaM JOCTyrNa uaeHTudukaropa U (WIn)
CpaBHEHHE MPEIbSIBIAEMOr0 HACHTU(PHUKATOPA C IEPEYHEM TPUCBOCHHBIX UIEHTH(PHUKATOPOB.

NHpopMaTHBHBIN CHUTHAJ — DJEKTPUYECKHE CUTHAIBI, aKyCTHYECKHE, JJIEKTPOMArHUTHBIE M
apyrue ¢u3ndyeckue IoJis, MO IMapaMeTpaM KOTOPBIX MOXET OBbITh pacKpbiTa KOH(UACHLMAIbHAS
uHpopMalus (TepcoHalbHbIE JaHHbIE) OOpabaThiBaeMas B aBTOMATHU3MPOBAHHON HHQPOPMAIIMOHHOM
CUCTEME.

NudopmanuoHHble TeXHOJOTHM — MPOLIECCHl, METOJBI MOKMCKa, cOopa, XpaHEeHUs, 00pabOTKH,
NPEOCTABICHHS, PACIPOCTPAHEHUS HH(POPMALUMU M CHOCOOBI OCYIIECTBIEHUS TaKHUX IPOLECCOB H
METOJIOB.

Hcnonb3oBaHue nepcOHANBHBIX JAHHBIX — JEHCTBUS (ONEpalii) C IEPCOHAIBHBIMU JaHHBIMH,
COBEpIIAEMBIE ONEPATOPOM B LENAX MPUHATUSA PEUNICHUH WIM COBEPIIECHUsS WHBIX JCHCTBUH,
MOPOXKIAIOUINX IOPUINYECKUE TIOCIECTBHS B OTHOIICHUH CYObEKTa MEPCOHATBHBIX JAHHBIX WU JPYTUX
aun, 1100 MHBIM 00pa3oM 3aTparuBalOUIMX MpaBa U CBOOOJBI CyOBEKTa MEPCOHAIbHBIX JaHHBIX HIIU

JIPYTHX JIHII.



HcTouHuK yrpo3bl 0e30macHOCTH MH(OPMALMHU — CYOBEKT JOCTYIa, MaTepPHAIbHBIA OOBEKT
win GU3NIECKOe SABJICHHE, SIBIAIONMECS MPUINHON BOSHUKHOBEHHS YTPO3bl 0€301MacHOCTH HH(OpMAITHH.

KonTposmpyemasi 30Ha — IpOCTPaHCTBO (TEppUTOpUS, 3[aHKE, YacTh 3/1aHUs, MOMEIIEHHUE), B
KOTOPOM HCKJIIOUYEHO HEKOHTPOJIUpPYEeMOe NpeObIBaHHE MOCTOPOHHUX JIUI[, a TAaK)Ke TPAHCHOPTHBIX,
TEXHUYECKUX U UHBIX MAaTEPUAIIbHBIX CPEJCTB.

KoHn}puaeHunaJabHOCTh MEePCOHATBHBIX JAHHBIX — 0053aTeNIbHOE ISl COOIOICHUS ONEPaTOPOM
WIM UHBIM TOJYYHMBIIMM JOCTYI K IEPCOHAJbHBIM JaHHBIM JIMIIOM TpeOOBaHWE HE NOMYCKaTh HUX
pacmipocTpaHeHne 0e3 coriacus CyObeKTa IMEepPCOHAIBHBIX MAHHBIX WM HAJIWYMS HHOTO 3aKOHHOTO
OCHOBaHMUSI.

MeskceTeBol IKpaH — JOKaIbHOE (OJHOKOMIOHEHTHOE) WM (DYHKIIMOHAIBHO-pACIIpeIeIEHHOE
nporpaMMHoe  (IpOrpaMMHO-anmnapaTHoe) CpPeACTBO  (KOMIUIEKC), pealu3ylolee KOHTPOJIb 3a
uH(OpMaluel, MocTynaoeil B aBTOMaTU3UPOBAHHYIO HH(POPMALMOHHYIO CHCTEMY U (WJIN) BBIXOSIIEH
U3 UHGHOPMALIMOHHON CUCTEMBI.

Hapymmreab 0e30MaCHOCTH TNEPCOHATBHBIX AAHHBIX — (U3NYECKOE JIMIO, CIy4allHO WU
IpeIHaMEPEHHO COBEpIIAIOIIee JACUCTBUSA, CIEACTBHEM KOTOPBIX SIBISIETCS HapylleHue O0e30MacHOCTU
NEPCOHANBHBIX JaHHBIX MpPH HMX OOpabOTKE TEXHUYECKUMHU CpPEICTBAMH B aBTOMATH3HPOBAHHBIX
MH(OPMALMOHHBIX CUCTEMAX.

HeaBromMaTu3upoBaHHasi 00padoTKa MEPCOHAJBbHBIX JaHHBIX — 00pa0OTKa NEpCOHAIBHBIX
JTAHHBIX, COJAEPXKAILUXCS B aBTOMATH3MPOBAHHON HMH(DOPMAIIMOHHOW CHUCTeME MO0 W3BICYCHHBIX W3
TAaKOW CHCTEMBI, CUUTAETCS OCYIIECTBIEHHOW 0e3 WCIONb30BaHUS CPEACTB aBTOMATHU3ALUHU
(HeaBTOMATH3UPOBAHHOM), €CIM TaKue ACWCTBUS C MEPCOHANBHBIMHM JaHHBIMH, KaK HCIIOJIb30BaHUE,
YTOYHEHHE, PACIpPOCTPAaHEHHE, YHMUTOKEHHUE IEPCOHAIbHBIX [aHHBIX B OTHOIIEHUU KaXJAOro U3
CyOBEKTOB MEPCOHATBHBIX JAHHBIX, OCYILIECTBISIOTCS IPU HEMTOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

HenexnapupoBanHbie BO3MOKHOCTH — (GyHKIMOHATIbHbIE BO3MOXKHOCTH CPEICTB
BBIYHMCIIUTEIILHOM TEXHUKU, HE ONMCAHHBIEC UM HE COOTBETCTBYIOLIME OMMCAHHBIM B JIOKYMEHTALUHU, IIPU
UCTIOJIB30BaHUM KOTOPHIX BO3MOXXHO HapyIIeHHE KOH(UACHIIUAIBHOCTH, TOCTYITHOCTH WM LEIOCTHOCTH
oOpabaTbeiBacMO# HHGOPMAITHH.

HecaHKIIMOHUPOBAHHBIM  J0CTYIl (HECAHKUMOHUPOBAHHbIE [elCTBHSA) — JOCTYyll K
uHboOpMallMu WU JedCcTBUS ¢ HH(OpMAIMel, Hapyllalolue MpaBWia pa3TpaHUYeHUs AO0CTyHa ¢
UCTIOJIb30BaHUEM IITATHBIX CPEACTB, MPEIOCTABISIEMbIX HH()OPMAITMOHHBIMU CUCTEMaMH MTEPCOHATBHBIX
JTAHHBIX.

Hocutenr unHpopManmu — Qu3nyeckoe JIUIO WIM MaTepuUaabHbIi OOBEKT, B TOM 4HCIE
¢u3nueckoe mosie, B KOTOPOM HH(OpPMALUs HAXOTUT CBOE OTPaKEHHUE B BHUJE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUUYECKUX PEIICHUN U MPOLECCOB, KOJIMUYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEIUUMH.

O0e3IMYMBaHNe NMEPCOHAJIBLHBIX JAHHBIX — JICHCTBUSA, B PE3YJIbTaTE€ KOTOPBIX HEBO3MOXKHO
OTpEeAENUTh MPUHAJIEKHOCTh IEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY NEPCOHANBHBIX TaHHBIX.

O0padoTka nepcOHANbHBIX AAHHBIX — JIEHCTBUA (Omepanuu) ¢ MEePCOHATbHBIMU JJAHHBIMH,
BKJIFOYas cOOp, CHUCTEMaTH3allMio, HAKOIUJIEHWEe, XpaHEHHWe, yTOuHeHHe (OOHOBJIEHUE, H3MEHEHHE),
UCMOJIb30BaHUE, pacnpocTpaHeHue (B TOM 4YHCIe TMepenady), oOe3lIndyuBaHUE, OJIOKMPOBAHUE,
YHUUTOKEHNE IEPCOHANIbHBIX JaHHBIX.

OO0menocTynHble MEPCOHAJIBbHBIC JAHHBIE — IEPCOHAIBHBIE JaHHBIE, JOCTYI HEOTPAHUYEHHOTO
Kpyra JIMIl K KOTOPhIM MPEJOCTaBJIEH C COINIacHs CYObEKTa MEPCOHAJIbHBIX JTAHHBIX WM Ha KOTOPHIE B
COOTBETCTBUM C (elepalbHBIMM 3aKOHAMM HE PpacHpocTpaHsercss TpeOoBaHHE COONIOEHUS
KOH(UIEHIIMATBHOCTH.

Omnepartop (MepcoHANBHBIX [aHHBIX) — TOCYAApPCTBEHHBIM OpraH, MYHUIMNAIbHBIA Opras,
IOpUIMYECKOe WKW  (PU3WYECKOe JIMIO0, OpraHu3ywmee u (WIH) OCYIIECTBIsIONEee 0o0paboTKy
NEPCOHANBHBIX JAaHHBIX, a TaKXKe OINpPEIeAIoUINe LEeNU U CojAep)kaHHe 00pabOTKH IMepCOHAIBHBIX
JTAaHHBIX.

TexHu4yeckHe CpeacTBa aBTOMATU3HPOBAHHOW HMH(MOPMALMOHHONW CHCTEMbI — CpPEICTBA
BBIUMCIUTENbHON TEXHUKH, HTHPOPMAITMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEACTBA U CUCTEMBI
nepenaun, mnpuemMa U obOpabotku IIJIH (cpeacTBa ©  CHUCTEMBI 3BYKO3AlHCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHUS, IE€PErOBOPHbIE U TEJIEBU3WOHHBIE YCTPOMCTBa, CpEIACTBA H3TOTOBJIIECHMUS,
TUPAXHUPOBAHUS JIOKYMEHTOB M JApYrHMe TEXHHUYECKHE CpeACTBa 00pabOTKM pedeBoil, rpaduueckoi,
BUJCO- M OyKBEeHHO-UM(POBON HHPOpMAIMK), MpPOrpaMMHBIE CpeACTBa (OMEpaAlMOHHbBIE CHUCTEMBI,
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CHCTEMBl yIpaBieHUs O0a3aMM AAHHBIX W T.I.), CPEACTBA 3aIIUThl HMH(OpPMAIMM, NPUMEHSEMbIE B
aBTOMATH3UPOBAHHBIX HH(POPMALMOHHBIX CUCTEMaX.

IlepexBar (uHopManuM)— HEMPABOMEPHOE TOJydYeHHE HH(POPMAIMH C HCIOJIH30BAHUEM
TEXHUYECKOTO CpEACTBA, OCYILECTBIIAIOLUIETO OOHAapyXeHHe, ImpueM U 00paboTKy HH(POPMATHUBHBIX
CUTHAJIOB.

IlepcoHasibHbIe JaHHBbIEe — 00as WHPOpPMALUS, OTHOCAIMIASACA K ONPEACICHHOMY WU
OIpesieNIIEMOMY Ha OCHOBaHUM TakoW HHpopManuu (u3n4eckoMy ULy (CyObEKTYy NepCOHAIbHBIX
JAHHBIX), B TOM YHUCIIE €ro (amMmwius, UMs, OTYECTBO, T'OJl, MECSI, JlaTa M MECTO POXKICHHS, aJpec,
ceMelHoe, COLMalbHOE, HMMYILECTBEHHOE II0JIOKEHHe, oOpa3oBaHUe, Hpodeccus, I0XOHbl, Apyras
uHpOpMaLHSL.

IToGo4HbIe 3J1eKTPOMATHUTHBIE M3JyYeHUS] M HABOJAKHM — 3JIEKTPOMArHUTHBIE W3JIy4EHUS
TEXHUYECKHUX CPENICTB 00pabOTKM 3aInuiiaeMoi HHGOpMalKy, BOSHUKAIOIINE KaK MOOOYHOE SBICHUE U
BBI3BaHHbIE IEKTPUUECKUMHU CUTHAJIAMM, ACHCTBYIOIUMH B UX DJEKTPUYECKUX U MarHUTHBIX LEISX, a
TaK)K€ AJIEKTPOMArHUTHbIE HABOJAKU 3TUX CUTHAJIOB HA TOKOIPOBOASILWE JUHUM, KOHCTPYKIHMH U LENH
IIUTAHUS.

IMosmTHKA «YMCTOr0 CTOJIAa» — KOMILJIEKC OPraHU3al[MOHHBIX MEPOIPHUATHHI, KOHTPOIUPYIOIINX
OTCYTCTBHE 3allMChIBaHUs HAa OyMaKHbIE HOCUTENIH KiItouel 1 aTpuOyToB 10ocTyna (maposieil) U XpaHeHus
uX BOIM3U OOBEKTOB JIOCTYIIA.

ITonb30BaTe/ b AaBTOMATH3UPOBAHHOW MH(GOPMALIMOHHOM CHCTEMBbI — JIMIIO, YYacTBYIOLIEE B
(YHKIIMOHUPOBAHUM aBTOMAaTU3WPOBAHHON MH(POPMAIIMOHHON CUCTEMbI WJIM UCIIONb3YIOIIEE PE3YIbTaThl
ee (QyHKIIMOHUPOBaHHUS.

IIpaBuia pasrpanuyeHuss AOCTYIA — COBOKYIIHOCTb IIPAaBWJI, pPErJaMEHTHPYIOLIMX IpaBa
JI0CTYIa CyOBEKTOB JJOCTYIA K 00bEKTaM JI0CTYIA.

IIporpamMmmHuas 3akj1agKa — KoJ IpOrpaMMbl, IPeJHAMEPEHHO BHECEHHBIN B IIPOrpaMMy C LENbIO
OCYILLECTBUTh YTE€UKY, H3MEHHUTb, OJOKHPOBaTb, YHUUYTOXXUTb HHGOPMALHUIO HJIM YHUUYTOXHUTH MU
MOIU(HUIMPOBATE TPOTPaMMHOE OOecreueHne aBTOMATH3MPOBAHHOW WH(GOPMAIIMOHHOH CHCTEMBI M
(vyir) GJIOKMPOBATH aIIIapaTHBIE CPEICTBA.

IIporpammHoe (mporpaMMHO-MaTeMaTH4ecKoe) BO3/AeilicTBMEe — HECAaHKIMOHMPOBAHHOE
BO3/ICHCTBUE Ha pecypchbl aBTOMATU3MPOBAHHOM HMH(OPMAIIMOHHON CHCTEMBbI, OCYLIECTBIsIEMOE C
MCIIOJIb30BaHUEM BPEIOHOCHBIX IIPOrpaMM.

PackpbiTHe TEPCOHAJBHBIX JAAHHBIX — YMBIIUIGHHOE WM  CiydyaiiHoe  HapylleHHe
KOH(UIEHIIMAIBbHOCTH NEPCOHANIbHBIX JaHHbBIX.

PacnipocTpaHeHne mnepcOHAJBHBIX JAHHBIX — JICHCTBHS, HANpaBICHHBIE Ha Iepeady
NEPCOHAIBHBIX JaHHBIX OIpPEAEICHHOMY KpYry Juil (Ieperada MEpCOHATbHBIX MJAHHBIX) WJIM Ha
O3HAKOMJIEHHE C MEePCOHATBHBIMU JaHHBIMH HEOI'PAaHHMUEHHOT'O Kpyra JIMII, B TOM YHClieé 0OHapOoJ0BaHUE
NEPCOHAIBHBIX JAHHBIX B CPEACTBAX MAacCOBOM HH(pOpMaluu, pa3MelleHHe B HH(POPMAIOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CETAX WM MPEJOCTaBICHHUE JIOCTYyINa K MEPCOHAJIbHBIM JAHHBIM KaKUM-JIHOO
HWHBIM CIIOCOOOM.

Pecypc aBTOMaTrM3MpoBaHHOW HWHGPOPMALUMOHHOM CHCTEMbI — HMEHOBAHHBIM DJIEMEHT
CUCTEMHOI'0, TPUKJIAJHOTO WM allapaTHOro oodecreyeHus (QYHKIMOHUPOBAHUS HHG(OPMALMOHHON
CUCTEMBI.

CnenmaibHble KaTeropuM NepPCOHAJBHBIX JAaHHBIX — IEPCOHAJIbHbBIE JIaHHBIE, Kacarolluecs
pacoBoOi, HAIIMOHAJILHOW MPHUHAJICKHOCTH, MOJUTUYECKUX B3IJISIOB, PEIMTHO3HBIX WK (puiocodekux
yOexAeHU, COCTOSTHUS 30POBbsl U UHTUMHOM KU3HU CyObEKTa MePCOHAIbHBIX JTaHHBIX.

CpencrBa BBIYHCIMTEIbHOW TEXHHMKH — COBOKYIIHOCTH IIPOTPAMMHBIX U TEXHHYECKHX
3JIEMEHTOB CHUCTEM 00pabOTKM JaHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH CAaMOCTOSITENIbHO MJIM B COCTaBe
JIPYTUX CUCTEM.

Cy0bekT aoctyna (cy0beKT)— JUI0 WM MpoIecc, AEHCTBHUS KOTOPOrO PerjJaMeHTHPYIOTCS
IIpaBWJIaMU pa3rpaHUYEHUs JOCTYIIA.

Texnuveckuii KaHaJ yTe4kd HH(POPMALMH — COBOKYITHOCTh HOCUTENS MH(pOpManuu (cpercTBa
00paboTKM), (U3NUECKO Cpeabl pacnpocTpaHeHHs HMH()OPMATUBHOIO CHUTHAja M CPEACTB, KOTOPBIMHU
noObIBaeTcs 3amuniaemMasi tHpopmarus.



TpancrpannyHasi mepeaada NEpPCOHAJBHBIX JaHHBIX — Iepelaya INEPCOHAIBHBIX JAHHBIX
onepaTopoM uepe3 ['ocynapcrBeHnyro rpanuny Poccuiickoii @enepanuu opraiy BiIacTH MHOCTPAHHOIO
rocyaapcTBa, (PU3MUECKOMY WIH IOPUANYECKOMY JIMIY HHOCTPAHHOTO FOCYapCcTBa.

Yrpo3bl 0€30MaCHOCTH TEPCOHAJBHBIX [JaHHBIX — COBOKYIHOCTH YCJIOBUH U (DaKTOpOB,
CO3AIOIIKX ONACHOCTh HECAaHKIIMOHUPOBAHHOI'O, B TOM YHCJIE CIy4alHOTO, JOCTYyNa K IEPCOHAIBHBIM
JAHHBIM, PE3yJIbTATOM KOTOPOTO MOXET CTaTh YHUUTOKEHUE, U3MEHEHHE, OJIOKHPOBaHUE, KOTUPOBAHHUE,
pacpoCTpaHEHUE INEPCOHANBHBIX JAHHBIX, a4 TAKXKE WHBIX HECAaHKIIMOHUPOBAHHBIX IEHCTBUM IPHU HX
00paboTKe B aBTOMATU3MPOBAHHOM MH(POPMALIMOHHON CUCTEME.

YHUUYTOKEHHE NEPCOHAJBHBIX [JAHHBIX — JCHCTBUA, B PE3YIbTAaTe KOTOPBIX HEBO3MOXKHO
BOCCTaHOBUTH COJIEP)KaHUE MEPCOHATBHBIX JAHHBIX B aBTOMATU3UPOBAHHOW MH(OPMAIIMOHHOW CHCTEME
WIH B PE3yJIbTaTE KOTOPBIX YHUUYTOKAIOTCS MaTEPUAIIbHBIE HOCUTEIU IIEPCOHATIBHBIX TaHHBIX.

YTeuka (GamumaeMoil) MH(pOpPMANUM MO TeXHHYECKHM KaHAJIaM — HEKOHTPOJIUPYEMOE
pacrpocTpaHeHHe MHGOPMALMU OT HOCUTEJIS 3aluiaeMoil nHpopmanuu yepes GU3NUECKyro cpeay A0
TEXHUYECKOTO CPEJICTBA, OCYIIECTBIIAIONIETO MTePeXBaT UH(OPMAIIHH.

Ys3BUMOCTB — c1a00CTh B CPEICTBAX 3alUThI, KOTOPYIO MOXKHO HCIOJIb30BaTh I HAPYLICHUS
CHCTEMBI WK COZIepiKalieiics B Heil nHpopManuu.

IlesocTHOCT MHGOPMALMU — CIIOCOOHOCTh  CPEJICTBA BBIYMCIUTEIBHOM TEXHUKH WIH
ABTOMATH3UPOBAHHON HMH(POPMALMOHHONW CHCTEMBl OOecreyuBaTh HEM3MEHHOCTh HH(GOpMAIUUA B
YCIOBHAX CIy4alHOTO W/WJIM NPEJHAMEPEHHOTO UCKAXKEHUS (pa3pylLeHus).



2. O003HaYeHHsI U COKPAIIleHHSsI
ABC — anTHBUpPYCHBIE CPELICTBA
APM — aBTOMaTH3UPOBaHHOE paboyee MECTO
BTCC — BciomoraTesibHbIE TEXHUYECKHE CPEICTBA U CUCTEMBI
AUC — aBTOMaTu3upoBaHHas HHPOPMAIMOHHAS CUCTEMA
K3 — xonTponaupyemas 30Ha
JIBC — nokanbpHast BBIYMCIUTENIbHAS CETh
MD — mexceTeBoi 3KpaH
HCJI — HecaHKIIMOHUPOBAHHBIN TOCTYI
OC — onepanrioHHas cucTrema
[1/TH — nepcoHaJIbHBIE JaHHBIE
IIMB — nmporpaMMHO-MaTEMaTUYECKOE BO3ACHCTBHE
ITO — nporpamMmmHOE 0OecTIcUCHHE
CA3 — cucrtema aHanu3a 3alUIIEHHOCTH
C3MU — cpencrsa 3ammThl HHGOpMaAIIUN
C3II1u — cucteMa (oACUCTEMA) 3aIUThI IEPCOHANIBHBIX JaHHbBIX
COB — cuctema oOHapyKEHHS BTOP)KESHUM
TKVYU — TexHuyeckne KaHaJlbl YTE€UKH HHPOPMAILTUT
YBII/IH — yrpo3bl 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX



3. Baenenue

3.1. Hacrosimas ~ Konmenmmst  siBnsiercss  Konnenmuedr  wHQOpMAIMOHHOW — 6e30mMacHOCTH
aBTOMATH3UPOBAHHBIX HHPOPMAIIMOHHBIX crcTeM (manee — AUC).

3.2. HeoOxoaumocTs pa3pabotku KoHuenun o0yciioBieHa CTPEMHUTEIBHBIM paciupeHneM chepsl
NPUMEHEHUS HOBEHIINX HMH(OpPMALMOHHBIX TexHoJoruil u mpoueccoB B AO «BocTtoyHoe ympaBieHue
KWIHITHO-KOMMYHAITLHBIMH cHcTeMaMny (aanee — OO01iecTBo), mpu 00padoTke HHPOPMAITUN BOOOIIIE, U
MEPCOHAIBHBIX JJAHHBIX B YACTHOCTH.

3.3. Hactosimas Konuenus onpenensieT OCHOBHBIC IIENH U 3a/1a4M, a TaKKe OOIIYI0 CTPATETHIO
MOCTPOEHUS CHUCTeMBbI 3amuThl TnepcoHanbHbIX gaHHBIX (C3[1JJn) AMC. Konmenmus omnpeaenser
OCHOBHBIC TpeOoBaHMSA M 0a30BbIe MOAXOMAbI K MX peaM3alluM, Uil AOCTIKEHHSI TPeOyeMOro ypOBHS
0e30macHOCTH UHGOPMAIIHH.

3.4. Konnenuusa pa3paboraHa B COOTBETCTBUM C CHUCTEMHBIM TOAXOJOM K 00eCHeueHUIo
uH(popMallMOHHON Oe3omacHOCTH. CHUCTEeMHBIH MMOAXOJ IMpeaAroyiaraeT MPOBEACHUE KOMILIEKCa
MEpONPHUATHHA, BKIIOYAIOUINX HCCIEI0BaHUE Yrpo3 HH(POPMALMOHHOW O€30MacHOCTH M pa3padoTKy
cuctembl 3amuThl [1J{H, ¢ MO3UIIUN KOMITJIEKCHOTO MPUMEHEHHSI TEXHUYECKUX U OpraHU3al[MOHHBIX MEp
U CPEJICTB 3aIIUTHL.

3.5. Ilon undopmamnmonnoit 6e3omacHocthio II/[H moHMMaeTcs 3alIMIIEHHOCTh MEPCOHANBHBIX
JaHHBIX W oOpaOaTpIBaromield WX HMHQPPACTPYKType OT JIOOBIX CIyYalHBIX WM 3JIOHAMEPEHHBIX
BO3/ICICTBUII, pPE3ylbTaTOM KOTOPBIX MOXKET SIBUThCA HaHECeHHe yiiepba camoil uHdopmanmu, ee
BragensamMm (cyobektam [1JIH) wnm wHpacTpykType. 3amadn WHPOPMAIMOHHON 0€30MacHOCTH
CBOJATCA K MUHUMH3ALMU yliepOa OT BO3MOXKHOHM peanuzanuu yrpo3 OezomacHoctu I1/[H, a Takxke k
MPOTHO3UPOBAHMIO U MPEIOTBPALIEHUIO TAKUX BO3JCHCTBUM.

3.6. KoHnenuust ciy>KuT OCHOBOM 7S pa3pabOTKH KOMILIEKCA OPTraHU3aIMOHHBIX U TEXHUYECKUX
Mep mo obecnieueHHI0 WH(GOPMAIMOHHON O€30MaCHOCTH MPEANpPUSATHS, a TaKkKe HOPMAaTHUBHBIX U
METOJUYECKUX JOKYMEHTOB, 00ECIEUUBAIOIINX €€ peaTu3alliio, 1 He MpeArnoaraeT moAMeHbl (YHKIIHMA
roCy/lapCTBEHHbIX oOpraHoB Biactu Poccuiickoit ®enepauuu, oTBevaromMx 3a oOecleyeHue
0e30MmacHOCTH UH(POPMALIMOHHBIX TEXHOJIOTUH U 3aIIUTY HH()OPMALIUH.

3.7. Konnenuus sSBIsieTcs: METOI0JIOTUIECKON OCHOBOM IS

3.7.1. ¢dopMupoBaHUS U MPOBEACHUS €AUHOW MOJUTHUKHA B 00JaCTH OOECredeHHs] O€30MacHOCTH
111 8 AUC npennpusitus;

3.7.2. TpUHATUA YNPaBICHUECKUX PEHICHUH U pa3paboTKU MPaKTUYECKUX Mep IO BOIUIOLICHHUIO
nonutuku Oe3onacHoctd [1/IH W BBIPaOOTKM KOMIUIEKCA COTIACOBAaHHBIX Mep HOPMAaTHBHO-TIPaBOBOTO,
TEXHOJIOTHYECKOTO M OPTraHMU3allMOHHO-TEXHHUYECKOTO XapaKTepa, HaNpaBIEHHBIX Ha BBISBICHUE,
OTPa)KEHUE U JIMKBUIALMIO TIOCIECACTBAN pealn3aliy pa3andHbIX BUI0B yrpo3 11/1H;

3.7.3. pa3paboTKM TMPEATOKEHUH 1O  COBEPIICHCTBOBAHWIO MPABOBOTO, HOPMATUBHOTIO,
METOMYECKOT0, TEXHUYECKOT0 U OpraHu3almoHHoro ooecneuenus o6e3onacHoctu [1/n B AVC.

3.8. Obnacts npumenenuss KoHuenuuu pacrnpocTpaHseTrcs Ha TMOoapa3AeNieHus], SKCILTyaTHPYIOIUe
TeXHHUYECKHe H Tporpammubie cpenctBa AWC, B KOTOPBIX OCYHIECTBIISCTCS aBTOMATH3WPOBAHHAS
obOpabotka I[I/lH, a Takke OCYLIECTBISIOLINE CONPOBOXKAECHUE, OOCITyKUBaHHE M oObecredyeHue
HOopMasbHOTO (hyHKIIMOHUpoBaHus AVC.

3.9. IlpaBoBoii 6a30ii g pazpadoTku HacTosmed KoHuemnuu coyxaT TpeOoBaHUS TEHCTBYIOMINX
B Poccum 3akoHOAATENBHBIX ¥ HOPMAaTHBHBIX JIOKYMEHTOB TII0 OOECIIEYEHHIO0 OE30MacHOCTH
nepcoHanbHbIX JaHHBIX ([1/1H).



4. OOume moJ10KeHUst

4.1. Hacrosimast KoHuenust onpenensieT OCHOBHBIE e W 33/Jaud, a TaKkke OOIIyI0 CTpaTeruio
MOCTPOEHUS CHUCTeMBbI 3amuThl TepcoHanbHbIX AaHHBIX (C3[1JIn) AWMC. Konmenmus ompeaenser
OCHOBHBIC TpeOOBaHMs M 0a30BbIe MOJXOMAbI K MX pealn3alluM, Uil JOCTHXKEHUS TpeOyeMoro ypoBHS
06e30macHOCTH HH(POPMAIIHH.

4.2. C3I11n npexacrasisieT co00i COBOKYMMHOCTh OPTaHU3aLMOHHBIX U TEXHHUECKUX MEPOTPHUITUN
i 3amuThl [1JIH OT HempaBOMEpPHOro WM CIIy4yallHOro AOCTyla K HUM, YHUUYTOXXEHUS, U3MEHEHU,
0JIOKMpOBaHUs, KONMpPOBaHUs, pacnpocTtpaHeHus IIJ[H, a Takke HMHBIX HENPABOMEPHBIX IEHCTBUM C
HUMH.

4.3. be3omnacHOCTb MEPCOHATBHBIX TaHHBIX JOCTUTACTCS myTeM UCKITIOUCHHS
HECAaHKIIMOHMPOBAHHOTO, B TOM 4YMCJE CIy4alHOro, AOCTyIa K MEPCOHAJIbHBIM JIaHHBIM, PE3YyIbTaTOM
KOTOPOTO MOXET CTaThb YHUYTOKEHHE, W3MEHEHHE, OJIOKMpOBaHHE, KONUPOBAHME, PACHPOCTPAHEHUE
IIEPCOHAIBHBIX JAHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX I€HCTBUIA.

4.4. Ctpykrypa, coctaB u ocHoBHble QpyHKuuu C3I1An ompenenstorcs ucxoxas u3 kimacca AUC.
C3I1/In BritOYaeT OpraHU3aliOHHBIE MEPbl U TEXHMYECKHE CpPEeACTBa 3aIluThl MH(OpManuu (B TOM
qrcie mudpoBaIbHbIE (xpunTorpaduveckue) CpeAcTBa, cpeacTsa IPEJOTBPALLICHHS
HECAaHKIIMOHMPOBAHHOIO JOCTYNA, YTEYKHM HHQPOpMALMM MO TEXHUYECKUM KaHajgaM, MHpPOrpaMMHO-
TEXHUYECKUX BO3JCHCTBHI HAa TEXHUYECKHE cpeacTBa oOpaborku [1J[H), a Takke HCHOIB3yeMbIE B
aBTOMAaTU3UPOBAHHOM HH(POPMALIMOHHOHN cucTeMe HH(POPMALIMOHHbIE TEXHOJIOTHH.

4.5. DTu MephI TpU3BaHbI 00ECIICUNTH!

KOH(HUIEHINAIBHOCTb NHPOPMALIMY (3aLIUTa OT HECAHKLIMOHUPOBAHHOI'O O3HAKOMJIEHUS);

LHeJOCTHOCTh HH(popMmanuu (aKTyalbHOCTh M HENPOTUBOPEYMBOCTH HH(pOpMaluu, €€
3aLIUIEHHOCTb OT pa3pylleHUs] U HECAHKLIMOHUPOBAHHOTO U3MEHEHHU);

AOCTYNHOCTH wH(MOpManuu (BO3MOXKHOCTH 3a TPUEMIIEMOE BpeMs TIOIYYUTh TpeOyeMyro
UH(OPMALIMOHHYIO YCIIYTY).

4.6. Craauu co3mpanus C3I1/IH BKIIOYAOT:

4.6.1. mpennmpoekTHas cTaaus, BKIIOUYaromas npeamnpoektHoe oOcnenoBanne AUC, pa3paboTky
TEXHUYECKOTO 3a/IaHUs Ha €€ CO3AaHue;

4.6.2. cranua mupoekTupoBaHus (pa3paboTku mpoekToB) u peanuszanuu AWC, Bximoydaromas
paszpadotky C3I11n B cocrae AUC;

4.6.3. cranusa BBozma B neictBue C3II/IH, BKiIroUaromias ONBITHYI 3KCILTyaTallMi0 U HPUEMO-
CIaTOYHBIE WCHBITAHUS CPEICTB 3alIUThl HWHPOpPMAalUK, a TaKkke OIeHKy cooTBeTcTBus ANC
TpeGoBaHUsAM 0€30MacHOCTH HH(POPMAIUH.

4.7. Opranu3alliOHHbIE MEphl IpelycMaTpUBAIOT CO3JaHME W TOJIepKaHHE MPaBOBOM 0a3bl
oesomacHoctr II/lH u pa3paboTky (BBeaeHHEe B JelCTBUE) MpeaycMoTpeHHbIX [lomutukoi
nHpopmarmonHoit 6e3omnacHoctu AUC crenyronmx opraHu3aliioOHHO-PACTIOPSAUTENBHBIX TOKYMEHTOB:

4.7.1. nnaH meponpusTHii o obdecnedenuto 3auuThl [1/IH npu nx obpadorke B AUC;

4.7.2. maaH MEPONPUSATHIA IO KOHTPOJIO obecrieueHus 3amuTs! [1)1H;

4.7.3. mopsAaoK pe3epBUpOBaHUsS U BoccTaHOBIeHUs paboTtocniocobHocTH TC u I10, 6a3 naHHbBIX U
C3Y;

4.7.4. nomxHocTHas MHCTpyKuus aaMuHuctparopa ANC B uvactu obecriedeHus: 06e30macHOCTH
[111 npu ux obpadotke B AUC;

4.7.5. MOMKHOCTHAs MHCTPYKIUS aqMUHHUCTpaTopa OezonmacHoctu AVC;

4.7.6. momkHOCTHasi MHCTpYKuus nonb3oBatenss AVC B gactu obecriedenust 6e3omacHoct [1/1H
npu ux oopadorke B AUC;

4.7.7. MHCTPYKLUS Ha ciydyall BOSHUKHOBEHUS BHEIITATHOM CUTYallUU;

4.7.8. pekOMEHJALMU 110 HCHOJIb30BAHUIO NPOTPAMMHBIX M amNMapaTHBIX CPEICTB 3allUThl
uH(pOpMaLUH.

4.8. TexHHYeCKHE MeEpbl 3aIUTHl PEATU3YIOTCS NMPU MOMOIIM COOTBETCTBYIOLIIUX MPOrPaMMHO-
TEXHUYECKHUX CPENICTB M METOJIOB 3aIUTHI.

[TepeueHp HEOOXOIUMBIX Mep 3alIUTHl HH)OPMAIIMK OTIpeNIeNIIeTCs M0 pe3ysibTaTaM BHYTpEHHEH
npoBepku 6e3onacHoctr AVC.
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5. 3amaum cucTeMbI 3aIIMTHI NEPCOHATBHBIX JAHHBIX

5.1. OcuoBHoit nenpto C3I1/IH sBIsIeTCST MUHUMU3AIUS yiiepOa OT BO3MOXHOW pean3aluu yrpo3
oesomacuocTu I1/1H.

5.2. I noCTHXKEHHMST OCHOBHOM I11eiau cuctema Oe3zonacHocTH [1J]JlH AMC nmommkHa oOecrieuynBaTh
s dexTHBHOE peleHre CaeayOINX 3a/1a4:

5.2.1. zammry oT BMemaTenscTBa B mpouecc ¢yHkiuoHupoBaHus AMC MOCTOPOHHMX JHIT
(Bo3amoxHOCTh ucrnonb3oBanuss AWMC u  jgoctym K ee  pecypcaM JODKHBI  HMMETh  TOJIBKO
3aperucTpUpPOBAaHHBIE YCTAHOBJIEHHBIM MOPSAKOM I10JIb30BATENN);

5.2.2. pasrpaHuueHuEe JOCTyNa 3aperMCTPUPOBAHHBIX  IOJB30BaTENed K  allapaTHbBIM,
nporpaMMHBIM U HH(popMaroHHBIM pecypcaMm AVIC (BO3MOXHOCTB JOCTYIA TOJIBKO K TEM pecypcaMm U
BBITMIOJIHEHHS TOJIBKO TEX OINepaluii ¢ HUMH, KOTOpble HEOOXOAUMBI KOHKPETHBIM mojb3oBatesiM AUC
JUIL BBITIOJIHEHUSI CBOMX CIY)KEOHBIX OOS3aHHOCTEH), TO €CTh 3alIMTy OT HECAHKIMOHUPOBAHHOTO
JOCTyTa:

e Kk uHbopmanuu, nupkyaupyiei B AUC;

e cpencTBaM BhlUKCIUTENIbHOM TexHuku AUC;

® anmapaTHbIM, MPOTPAMMHBIM U KPUNTOrpadUUecKUM CpPEICTBaM 3allUThl, UCHOJIB3YEMBIM B

AUC;

5.2.3. peructpanuio ASHCTBHIA MOIb30BATENICH MTPU MCIIOIB30BAaHUH 3alUIaeMbIXx pecypcoB ANC
B CHCTEMHBIX )XYpHaJlaX U MEePUOJINYECKUI KOHTPOIb KOPPEKTHOCTH JIEHCTBHI MOJIb30BaTEICH CHUCTEMBI
IyTEM aHaJIM3a COAEPKUMOI0 ITUX KYPHAJIOB;

5.2.4. KOHTPOJb IENOCTHOCTH (0OecredeHne HEM3MEHHOCTH) CPebl UCIIOJHEHUS MPOrpaMM U ee
BOCCTAHOBJIEHHE B Cllydae HapyLICHUS;

5.2.5. 3amMTy OT HECAaHKIIMOHUPOBAHHOM MOAU(PHUKAIIUU U KOHTPOIIb [IEIOCTHOCTU UCHIOIB3YEMbIX
B AUNC nporpaMMHBIX CpEACTB, a TakKe€ 3alIUTy CUCTEMbl OT BHEAPEHUS HECAHKI[MOHHPOBAHHBIX
porpamm;

5.2.6. zammry II[lH OT yTe4ykH MO TEXHWYECKHM KaHaJIaM IpH ee o0paboTKe, XpaHCHHU H
nepegave mno KaHajiam CBSI3H;

5.2.7. zammry I1/ln, Xpanumoii, oOpabaThiBaeMON W TepeaBacMOl IO KaHaJaM CBS3H, OT
HECAHKIIMOHUPOBAHHOTO PA3TJIAIICHUS WIH UCKAKEHUS;

5.2.8. obecnedeHue KHUBYYECTH KpHUOTOrpadUUYecKUX CPEACTB 3allUThl HHDOpMALMKM TMPU
KOMIIPOMETAIMH YaCTH KJIFOUEBON CHUCTEMBI;

5.2.9. CcBOEBpEMEHHOE BBISBICHHE HWCTOYHMKOB yrpo3 OesomacHoctd IIJIH, mpuyuH U yciaoBui,
CIOCOOCTBYIOIIMX HaHECeHWIo ymepda cyobektam [I/[H, co3maHne MexaHu3Ma ONEPaTHBHOTO
pearupoBaHus Ha yrpo3bl 6e3onacHocTy [1/1H 1 HeraTuBHbBIE TEHICHINY;

5.2.10. co3manne yCcIIOBMH U MUHUMHU3ANUA H  JIOKAJIW3AIMd HAHOCHMOTO  yiiepOa
HEMPABOMEPHBIMU JIEHCTBUSAMU (PUBNYECKUX U IOPUINYECKUX JIHII, OcTabIeHne HETaTUBHOTO BIUSHUS U
JUKBUJIAIUS TIOCIeNCTBUN HapyiieHus 6ezonacHoctu [1/1H.
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6. OO0BbeKTHI 3aLUTHI

6.1. [lepeuenp aBTOMATH3UPOBAHHBIX WH()OPMAITMOHHBIX CUCTEM

6.1.1. B OOmecTBe mpou3BOAUTCS 00pabOTKa MEPCOHATBHBIX JAAHHBIX B aBTOMATH3UPOBAHHBIX
nHdopmannonHsix cucremax (AUC).

6.1.2. Ilepeuenr AWMC ompenensercs Ha ocHOBaHMM OTdeTa 1O pe3yiabTaTaM BHYTpPEHHEH
MIPOBEPKHU.

6.2. [lepeueHb OOBEKTOB 3aIIUTHI

6.2.1. OObexTamMH 3alIMTHI ABIAIOTCA — MH(MOpMalus, oopadbareiBaemas B AVC, u TexHudeckue
cpencTBa ee 00paboTku U 3auuThl. [lepeueHb nepcoHaNbHBIX JaHHBIX, MOAJIEKAIUE 3aIUTE, ONpeIeeH
B [lepeuHe nmepcoHANBHBIX JAHHBIX, o IeKanux 3anmTe B AVC.

6.2.2. OOBEKTHI 3aIIUTHI BKIIFOYAIOT:

e o0pabaTeiBaeMyto HH(POPMAIIHIO.

® TEXHOJOTMYECKYIO0 MH(POPMAIHIO.
MIPOrpaMMHO-TEXHUYECKHE CpeicTBa 00PabOTKHU.
cpeacTa 3amuThl 11/1H.
KaHasbl HH()OPMAIIMOHHOTO OOMEHa U TeJIeKOMMYHHUKALIUH.
OOBEKTHI U TIOMEIIIEHUS, B KOTOPBIX pa3MenieHbl komrnoneHTsl AVIC.
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7. Kaaccudukanusi mojib3oBaresieii aBTOMaTH3UPOBAHHOH MHPOPMAITMOHHON CHCTEMBbI

7.1. llonszoBatenem  AWC  sBnseTcs  JUIO,  y4yacTBymomee B (YHKIHOHUPOBAHUHU
ABTOMATU3UPOBAHHOW  WMH(OPMALMOHHOW  CHCTEMbl  WJIM  HCIOJB3YIOLEE  pe3yibTaThl €€
dbyukuonuposanus. [lonszoBatemsimu AUC sBnsitores cotpyaauku OOIecTBa, UMEIOIIMMH JOCTYI K
ANUC wu ee pecypcaMm B COOTBETCTBUM C YCTAHOBJICHHBIM TMOPSAKOM, B COOTBETCTBUU C €rO
(GYHKIIMOHATBHBIMUA OOSI3aHHOCTSIMHU.

7.2. ITonp3oBatenu AVC nensTcs Ha ABE OCHOBHBIC KATETOPHH.

7.2.1. Apmunuctpatopsl AHUC. Cotpymuuku OOmecTBa, KOTOpbIE 3aHUMAIOTCS HACTPOMKOM,
BHEJPEHUEM U COMpOBOXKAeHHEM cucTeMbl. AnmuHuctpatopbl AVC o0nanaioT cieaylonM ypoBHEM
JI0CTyma:

e 007a/1a0T TOMHOW MH(pOPMAIMEH O CHCTEMHOM W TPUKIATHOM MPOTPAMMHOM OOCCIICUCHUU

AUC;

e 00JIaJIat0T MOJTHOM MH(pOPMALIUEH 0 TEXHHYECKUX cpeAcTBaxX u KoHdurypanuu AVC;

® UMEIOT JOCTYI KO BCEM TEXHUYECKUM cpeicTBaM 00paboTku nHdopmanuu u nanueim AUC;

e o0namarT mpaBaMu KOH(QUTYPHPOBAHUS W AJAMHUHHCTPATHBHOW HACTPOUKHA TEXHHYECKUX

cpeacts AUC.

7.2.2. Omnepatopsl AUC. Corpynnuku O0miecTBa, yyacTByromume B nporecce sxcruryataru AVC.
Omneparopsl AVIC o06nanaroT cienyrouM YpoBHEM JAOCTYIIA:

e 00namal0T BCEMH HEOOXOIUMBIMH aTpuOyTaMu (HampuMmep, HaposieM), 0OecleyrBaIOLIIIMU

JOCTYII K HEKOTOpOMY IoAMHOxecTBY [1/1H;

® pacroararoT KOHQUICHIMATLHBIMA JAaHHBIMHU, K KOTOPHIM UMEIOT JOCTYII.

7.2.3. Kareropuu nosb3oBareniell TOJDKHBI ObITh onpeaeneHbl st kaxaon AVC. JIomkHO OBITH
YTOUHEHO pa3lieJICHue COTPYJHUKOB BHYTPH KAaTE€TOpHil, B COOTBETCTBMHM C THUIIAMH IOJIb30BATEJICH
onpezaeneHHbIMU B [lonutuke nHbopMamoHHON 6€30MaCHOCTH.

7.2.4. Bce BBIABICHHBIC TPYIIBI IOJB30BaTeNei oTpaxkaiorcs B Otdere 1o pe3ylibraTam
BHyTpeHHell npoBepku. Ha ocHoBanum Otyera ompezenstoTcs mpasa Aoctyna K snemeHtam AUC s
BCEX TPYII MOJb30BaTelie U oTpakaroTcss B Matpuiie goctyna B [lonoxkeHnu o pa3rpaHUYeHUU IPaB
JocTyna K 00pabaTbiBaeMbIM EPCOHATBHBIM JaHHBIM.
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8. OcHOBHBIE NIPUMHIMUIIBI MOCTPOEHUSI CHCTEMbI KOMIJIEKCHOM 3a1IUTHI HH(popManuu
8.1. [loctpoenne cucremsl obecrneuenus OezomacHocTH [/l AUC u ee ¢yHKUIMOHHpOBaHUE
JOJI’KHBI OCYILIECTBIISITHCS B COOTBETCTBHH CO CIAEAYIOIIUMU OCHOBHBIMU MPUHIIUITAMU:
® 33aKOHHOCTb;
® CHCTEMHOCTb;
KOMILJIEKCHOCTb;
HEMPEPBIBHOCTE;
CBOEBPEMEHHOCTb;
MIPEEMCTBEHHOCTD U HEMIPEPHIBHOCTh COBEPIIICHCTBOBAHNS,
MepCOHAJIbHASI OTBETCTBEHHOCTb;
MUHUMU3AUS TTOJITHOMOYUI;
B3aMMO/ICIICTBUE U COTPYIHUYECTBO;
e THOKOCTH CUCTEMBI 3aIIUTHI;
® OTKPBITOCTH AITOPUTMOB U MEXAaHU3MOB 3aIIUTHI;
® [IPOCTOTa MPUMEHEHHUS CPEJICTB 3aLIUTHL;
e HayyHas 000OCHOBAaHHOCTb U TEXHUYECKAsl PEaTu3yeMOCTh;
e crernuanu3anus u npohecCuoHaIn3M;
e 0053aTENFHOCTH KOHTPOJIS.
8.1.1. 3akoHHOCTH

[Ipenmonaraer ocymecTBIEHHE 3alIMTHBIX Meponpusatuii u paspaborky C3II/ln AUC B
COOTBETCTBUH C JICHCTBYIOIIMM 3aKOHOJATEIbCTBOM B 005acTH 3amuThl [IJ[H U Opyrux HOpPMAaTHBHBIX
aKTOB 1O Oe3o0macHOCTH WH(GOPMAIIUK, YTBEPKICHHBIX OpraHaMH TOCYJAapCTBEHHOW BIACTH U
yIpaBlIeHUS B Mpejesiax uX KOMIETSHIIUH.

[Tonb3oBarenu u obcmyxuBaromuii nepconain [l AUC nomxHbI OBITH OCBEIOMIICHBI O TIOPSIIKE
paboThl ¢ 3amuiiaemMoii nHopmanuel 1 00 OTBETCTBEHHOCTH 3a 3amuty [1/H.

8.1.2. CucreMHOCTH

Cucremnsiii noaxoxa k nocrpoenuto C3IIJJln AUC npeanonaraer ydyer BCEX B3aWMOCBSI3aHHBIX,
B3aMMOJICHCTBYIONUX W M3MEHSIONIMXCS BO BPEMEHH JJICMEHTOB, YCIIOBUU M (DaKTOPOB, CYIIICCTBCHHO
3HAUMMBIX JJI1 TOHUMAaHUA U petieHus npobaemsl odecneuenus 6ezonacuoctu [1ln AUC.

[Ipu co3ganum CUCTEMBI 3aIUTHI JOHKHBI YIUTHIBATHCS BCE cabble U Haubosee ysa3BUMbIE MECTa
cuctembl 00paboTku I1/[H, a Takke xapakTep, BO3MOXKHBIE OOBEKTHI U HAIMIPABJICHUS aTaK HA CUCTEMY CO
CTOPOHBI  HapymuTened (0COOEHHO  BBICOKOKBATM(UIMPOBAHHBIX  3JI0YMBIIUIEHHUKOB), IyTH
NPOHUKHOBEHUs1 B pactmpeaeneHHble cuctembl 1 HCJl x uadopmaruu. Cucrema 3amuThl JO0KHA
CTPOUTHCS C YUYETOM HE TOJIKO BCEX M3BECTHHIX KaHanoB mpoHukHoBeHus u HCJ] k undopmanuu, HO U ¢
Y4€TOM BO3MOXXHOCTH TOSIBIICHUSI TPUHIIUIIMATHHO HOBBIX IyTeH pealn3anuu yrpo3 6e30MmacHOCTH.

8.1.3. KoMIuIeKCHOCTh

KomrmuiekcHOe HCIoNIb30BaHWE METOJIOB W CPEICTB 3alllUThl MpErojaraeT COrjJacOBaHHOE
MPUMEHEHNE Pa3HOPOJHBIX CPEACTB MPH MOCTPOCHHUH IIEJIOCTHON CHUCTEMBI 3alllMTHI, TEPEKPBIBAIOIIEH
BCE CYIIECTBEHHBIE (3HAUMMBIE) KaHAIbl peallu3allyi YyIpo3 M HE COoAeprKalleil cnaOblX MeCT Ha CThIKaX
OT/IENTbHBIX €€ KOMITOHEHTOB.

3amuTa AOJKHA CTPOUTHCS SIISTOHUPOBaHO. [ Kaxaoro kaHana yredyku WHQOpMAIUMU U s
KaXJI0M yrpo3bl 0€30MacHOCTH JOJHKHO CYIIECTBOBATh HECKOJIBKO 3alIUTHBIX pyoOexein. Co3maHue
3aIIUTHBIX PYyOekKel OCYIECTBIAECTCS C Y4€TOM TOTrO, YTOOBI JJisi MX MPEOAOJECHUS MOTCHIHAILHOMY
3II0YMBIIIJICHHUKY TpeOoBamuch MpodeccruoHalbHbIE HaBBIKM B HECKOJIBKHX HEB3aMMOCBS3aHHBIX
o0macTsix.

Bremnsis 3amura JomKHA 0OecreuyuBaThCsl (DU3MYECKUMH CPEACTBAMH, OPTaHU3allMOHHBIMU U
npaBoBbIMH MepamMu. OmHMM U3 HamOoJjiee YKPEIUICHHBIX pyOeXed TMpu3BaHbl OBITH CpEICTBA
KpunTorpagpuueckoil 3aluThl, pealn30BaHHbIE C Hcmonb3oBaHueM TexHoioruu VPN. IlpuxmamHoii
YPOBEHb 3alTUTHI, YIUTHIBAOIINI 0COOEHHOCTH MPEIMETHON 00J1aCTH, IPEICTABIISIET BHYTPEHHUN PyOex
3aIUTHI.

8.1.4. HenpepbIBHOCTH 3a1uThl [1/1H
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3ammra [IJ[H — He pa3oBoe MepompusiTHE M HE MPOCTas COBOKYIHOCTh MPOBEIAECHHBIX
MEpOIIPUATHI M YCTAHOBIIEHHBIX CPEJICTB 3allUThI, a HEMPEPHIBHBINA IIeJIEHANIPABIECHHBIN mpolecc,
MpeaInonaratolii MPUHATHE COOTBETCTBYIOIIMX MEP Ha BCEX ATamnax >ku3HeHHoro uukia AVC.

AUWC nomxHbl HaXOJUTHCA B 3AIIUIIEHHOM COCTOSHMM Ha MPOTSIKEHWU BCEro BPEMEHU HX
dbyHKIIMOHUpOBaHUS. B COOTBETCTBHMM C O3TUM MPUHIMUIIOM JOJDKHBI MPUHUMATHCSA MEphl 110
HenonymieHuto nepexona AVC B He3alUILIEHHOE COCTOSIHHE.

BonbmMHCTBY (QU3NYECKUX M TEXHUYECKHX CPENICTB 3aIlUThl s 3()(PEKTUBHOTO BBIMOIHEHUS
cBoMX (QYHKIMI HEoOXOoauMa IOCTOSHHAS TEXHUYECKas W OpraHu3aluoHHAs (aJIMUHUCTPATHUBHAS)
NoJJIepKKa (CBOEBpEMEHHAasi CMEHa W O0ecleueHHe MPaBUIBHOTO XPAHEHHS U NPUMEHEHUS HMEH,
napoJieid, Kirodeld mudpoBaHus, MepeonpeielicHHe MOTHOMOYHN U T.11.). IlepepsiBEI B paboTe CpencTB
3alIUThl MOTYT OBITh HCIOJb30BaHbl 3JOYMBINUICHHUKAMH JUIS aHalIM3a MPUMEHSIEMBIX METOJ0B U
CPEICTB 3aIlUTHI, JJI1 BHEAPECHUS CIEHUATBHBIX MPOrPAaMMHBIX W allapaTHBIX «3aKIaJoK» U APYrHX
CPEICTB MPEOAOJICHUS CUCTEMBI 3aIUTHI ITOCIIE BOCCTAHOBJICHUA €€ () yHKIIMOHUPOBAHHS.

8.1.5. CBoeBpeMeHHOCTH

[Ipenmonaraer ynpexparomuil xapakrep Mep obecrneueHus OezomacHoctd [1/IH, TO ecTb
MOCTAHOBKY 3aj/1a4 1o KoMIiuiekcHoi 3ammre AVC u peanmsanuio mep obecrieuenus 6e3omacuoctu [1/1H
Ha paHHUX cTagusax pazpadorku AWC B 11enoM u ee CucTeMbl 3alUThl HH(OPMAIUH, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alUTHI IOJDKHA BECTUCH MapajIesIbHO C pa3pabOTKOM U pa3BUTHEM CaMOM
3allMIIaeMON CUCTEMBl. OJTO TO3BOJIUT Y4YeCTh TpeOoBaHUS OE30MACHOCTH MpPU MPOCKTHUPOBAHHUU
ApPXUTEKTYPHI ¥, B KOHEYHOM CYeTe, co3/1aTh Ooiiee 3 PeKTuBHBIC (KaK 1O 3aTpaTraM pecypcoB, TaK H IO
CTOWKOCTH) 3aIIHIIEHHBIC CUCTEMBI.

8.1.6. IIpeeMCTBEHHOCTh M COBEPIIIEHCTBOBAHUE

[IpenmonaratoT MOCTOSIHHOE COBEPUICHCTBOBAHME MEpP M CPEACTB 3alluThl WH(GOpMalUKd Ha
OCHOBE TPEEMCTBEHHOCTH OPTaHM3AIMOHHBIX M TEXHUUYECKUX PEIICHHM, KaIpOBOrO0 COCTaBa, aHAIM3a
¢yuknuonupoBanuss AVC u ee cucTeMbl 3allUTHl C Y4€TOM H3MEHEHHH B METOAAaX M CpelCTBax
nepexBata WH(QOpPMAIMK, HOPMATHUBHBIX TPEOOBAHWU MO 3alIUTE, JOCTUTHYTOIO OTEYECTBEHHOTO U
3apy0exKHOro OMbITa B 3TOM 001aCTH.

8.1.7. IlepcoHajbHAasi OTBETCTBEHHOCTH

[Ipenmonaraer Bo3JI0KeHHE OTBETCTBEHHOCTH 3a obecnieueHune 6e3onacHoctu [1JIH 1 cuctembl ux
00pabOTKM Ha KKIOTO COTPYIHHUKA B MpeAesiaX ero MOJTHOMOYNN. B cOOTBETCTBUM C ATUM MPUHIUIIOM
pacrpeziefieHue npaB U 003aHHOCTEH COTPYIHUKOB CTPOUTCS TaKUM 00pa3oM, YTOOBI B ciydyae Jr000ro
HapyIIeHUs KPYT BHHOBHUKOB ObLT YE€TKO U3BECTEH HJIA CBEJIEH K MUHUMYMY.

8.1.8. IlpuHUMI MUHUMH3AUMHU OJTHOMOYM A

O3HavaeT MPeAOCTaBICHHUE IMOJIH30BATEISIM MHUHUMAJIBHBIX TpaB JOCTya B COOTBETCTBUMU C
MIPOU3BOJICTBEHHON HEOOXOMMOCTBIO, HA OCHOBE MPUHIIUIIA «BCE, YTO HE Pa3pellieHo, 3apeIieHom.

Hoctyn k [1JIH 1omKeH npenocTaBiIsThCA TOIBKO B TOM ClIydae U 00beMe, €ClIi 9TO He0OXOqMMO
COTPYIHUKY JIJISl BBIMIOJHEHUS €r0 JOKHOCTHBIX 00s13aHHOCTEH.

8.1.9. B3aumojeiicTBHE U COTPYIHUYECTBO

[Ipenmonaraer co3mgaHue OnarompusaTHOW arMmochepbl B  KOJJIEKTUBAX MOApA3JICICHUN,
obecnieunBaronux nearenbHocTh AWC, nns CHUXKEHUS BEpPOSTHOCTH BO3HUKHOBEHHS HETaTHBHBIX
NEHCTBHI CBSI3aHHBIX C YEIOBEYECKUM (haKTOPOM.

B Takoit 00cTaHOBKE COTPYAHHMKHU JOJDKHBI OCO3HAHHO COOJIIOAATh YCTAHOBJIEHHBIE MpPaBWJIA U
OKa3bIBaTh COJCHCTBHE B IEATEIHHOCTH MOAPA3ICICHUI TEXHUUECKOH 3alUThl HHPOPMAIIHH.

8.1.10. I'mb6xocTh cuctembl 3ammThl [1/1H

[TpunsTHIE MEphl U YCTAHOBIIEHHBIE CPEICTBA 3alIUTHI, OCOOEHHO B HAYaJdbHBIA MEPUOJ HX
SKCIUTyaTallii, MOTYT OOecleunBaTh KaK Ype3MEPHBIA, TaK W HEJOCTATOYHBIM YPOBEHBH 3amuThl. [[is
obOecrieueHruss BO3MOXKHOCTH BapbUPOBAHUS YPOBHEM 3allUIICHHOCTH, CPEICTBA 3allUTHl JOJKHBI
o0JaaTh ONMpeaeeHHON THOKOCThI0. OCOOCHHO BaKHBIM 3TO CBOMCTBO SIBIIIETCSA B TE€X CIIydasx, Korja
YCTaHOBKY CpPEJCTB 3alllUThl HEOOXOAMMO OCYIIECTBIATH Ha pabOTaloUIyl0 CHCTEMYy, HE HapyIas
mpoiiecca e HOpMaJIbHOTO (PYHKITMOHUPOBAHMS.

8.1.11. OTKpBITOCTH AATOPUTMOB M MEXaHU3MOB 3ALUTHI

CyTh NpUHIHANA OTKPBITOCTH aJITOPUTMOB U MEXAHU3MOB 3aIUTHI COCTOUT B TOM, YTO 3allUTa HE
JOJKHA OO0ECTeunBaThCA TOJIBKO 3a CUET CEKPETHOCTH CTPYKTYPHOH OpraHu3alii W alropuTMOB
(GYHKIIMOHUPOBAHUS €€ TOJICUCTEM. 3HAaHHWE aJITOPUTMOB PaOOTHI CUCTEMBI 3aIIMTHI HE JIOJDKHO J1aBaTh
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BO3MOXKHOCTH €€ TMpeojojieHus (maxe aBtopam). OmgHako, 3TO HE O3HaAYaeT, 4yTo WHOOpMAIuUs O
KOHKPETHOW CHUCTEME 3alUThI JOJHKHA OBITH OOIIETOCTYITHA.
8.1.12. IIpocToTa NpUMeHEeHNsI CPEACTB 3aAIMUThI

MexaHu3Mbl 3alUThl JOKHBI OBITh MHTYMTHBHO TIOHSTHBI M TPOCTHI B HCIOJIb30BAHUU.
[IpuMmeHeHre CpeACTB 3alIUThl HE JOKHO OBITh CBSA3aHO CO 3HAHUEM CIELUUATIbHBIX S3BIKOB WM C
BBITIOJTHCHUEM JCHCTBHI, TPEOYIOUINX 3HAYUTEIBHBIX JOTOJHUTEIBHBIX TPYAO3aTpaT MPU OOBIYHOM
paboTe 3aperuCTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSAIKOM MOJIb30BaTeNEH, a TaKKe HE JOKHO TpeOOoBaTh
OT MOJIb30BATElIsl BBHIMOIHEHUSI PYTUHHBIX MAJOMOHSATHBIX €My OMNepanuil (BBOJ HECKOJIBKUX MapoJiel u
HMMEH U T.1.).

JomkHa nOCTUratbCs aBTOMATH3ALMS MAKCUMAJIBHOTO YHCIA JEWCTBHM MOJIb30BATENICH U
anmuauctparopoB AUC.

8.1.13. HayuyHasi 000CHOBAHHOCTH U TEXHHYECKAS PeaAIN3yeMOCTh

NudopmalinoHHble TEXHOJOTHH, TEXHUYECKHE W IMPOTPAMMHBIE CPEJICTBA, CPEICTBA U MEPHI
3amUThl UHOOPMAIIUU JOTHKHBI OBITH peaTn30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAYKU U TEXHUKH,
HAyYHO OOOCHOBAHBI C TOYKH 3pEHHUS JOCTHKEHHS 3aJaHHOrO YpOBHS Oe30macHOCTH MHGOpMaluu U
JIOJKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOpMaM M TpeboBaHusM 1o 6e3onacHocTu [1/]H.

C3IIdu nomkHa OBITh OPUEHTHPOBAHA HA PEILLCHUS, BO3MOXKHBIE PUCKH ISl KOTOPBIX U MEpPHI
MPOTUBOJICUCTBUS ITUM PUCKaAM MPOLUIH BCECTOPOHHIOIO TEOPETUUECKYIO U MTPAKTUUYECKYIO POBEPKY.

8.1.14. Cneumnanu3auus v nNpodeccuoHaIN3M

[Ipeanonaraer mpuBiIcUYCHHE K pa3pabOTKE CPEJACTB U peaju3alii Mep 3alluThl MH(pOopManuu
CHEIMAM3UPOBAHHBIX OpraHu3aluii, Hanboee MOArOTOBICHHBIX K KOHKPETHOMY BHY JAEATEILHOCTH IO
oOecnieuenuto Oe3zonacHoctu [1/IH, MMEMOIIMX ONBIT MNPAKTUYECKOM pabdoOThl M TOCYJapCTBEHHYIO
JUICH3UI0 Ha MpaBO OKa3aHWs YCIyr B 3TOM obOmactu. Peanuzanus agMHUHHCTPaTHBHBIX Mep H
SKCIUTyaTalusi CPEJCTB 3alllUTHl JIOJDKHA OCYIIECTBISATHCA MPOPECCHOHAIBHO IMOATOTOBICHHBIMU
cnernuanuctamu OOmiecTBa.

8.1.15. O6s3aTEJILHOCTH KOHTPOJIS

[Ipenmonaraer o0053aTENbHOCTh U CBOCBPEMEHHOCTb BBISIBICHHUS U IPECEUCHUS MOMBITOK
HApYIICHUS YCTAHOBJICHHBIX MPaBUII o0ecrieueHus Oe3omacHocTH [1J[H Ha OCHOBE MCTIOIB3YEMBIX CHCTEM
U CpeACTB 3alllUThl HH(OpPMALMKA TPU COBEPIICHCTBOBAHWU KPUTEPUEB M METOJOB OLIEHKU
3¢ (HEKTUBHOCTHU 3TUX CHCTEM U CPE/ICTB.

KoHTposnb 3a nessTeIbHOCThIO JTF000T0 MOIb30BaTENs, KaXKA0T0 CPEACTBA 3AIIUTHI U B OTHOILICHUHU
T000T0 00BEKTa 3alIUThI JIOJDKEH OCYIIECTBIATHCS HA OCHOBE NMPUMEHEHHS CPEJICTB OINEPATUBHOTO
KOHTPOJISI W  perucTpalud U JOJDKeH OXBaThiBaTh KaK  HECAaHKIMOHMPOBaHHBIE, TaK U
CaHKIITMOHMPOBAHHBIE JICUCTBUS TTOJIb30BATENICH.
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9. Mepbl, MeTOABI U CPEACTBA 00ecleYeHUus1 TPedyeMoro ypoBHs 3alMIIIEeHHOCTH

9.1. ObGecnieuenne  TpeOyemMOoro  ypoBHS  3aIMIICHHOCTH  JOJDKHOCTH  JOCTUTAThCs €
WCITOJIb30BAaHUEM MEp, METOJIOB M CpeacTB Oe3omacHocTu. Bee mepsl obecnieuenust 6e3omacHoctn AVC
NoJpa3fAeisaloTCs Ha:

e 3aKOHOJATE/bHbIC (IIPABOBHIC);

® MOpaJIbHO-3THUYECKUE;

e OpraHu3allOHHbIE (aAMUHUCTPATUBHBIE);

e (usnueckue;

® TEXHHUYECKHE (almapaTHbIe U MPOTrPaMMHbIE).

[Tepeuens BbIOpaHHBIX Mep obecredeHus: Oe30MmacHOCTH oTpaxaercs B [lnane MeponpusiTHii mo
00€CIEeYEeHNIO 3aLIUThI IEPCOHATBHBIX JaHHBIX.

9.1.1. 3axkoHonaTe/ibHbIe (IPAaBOBbIE) MePbI 3AIUTHI

K npaBoBbIM MepaM 3alIUThl OTHOCSTCS JI€HCTBYIOIINE B CTPAHE 3aKOHbI, YKa3bl U HOPMAaTHUBHbIE
aKThl, perJIaMEHTHUpYIOUIMe mpaBuiaa oOpamenus c [IJIH, 3akperuisomue mpaBa u OO0SI3aHHOCTH
YYaCTHUKOB HH(OpPMAllMOHHBIX OTHOIIEHUH B mpolecce ee 0OpabOTKHM U HCIIOJIB30BAaHUS, a TaKxkKe
YCTaHABJIMBAIOIIME OTBETCTBEHHOCTh 3@ HApYLIEHWs OSTUX NpPaBWI, MPEHSATCTBYS TEM CaMbIM
HEeNpaBOMEPHOMY HUCIob30BaHu0 [1J]H 1 ABIsIOIIMECs cASPKUBAOIUM (PAKTOPOM sl TOTEHIUAIBHBIX
HapyIluTesnen.

[TpaBoBbIE Mephl 3aLIUTHI HOCAT B OCHOBHOM YIPEXIAIOIIUH, NPO(UIAKTUUECKUN XapakTep U
TpeOYIOT MOCTOSIHHOW Pa3bsCHUTEILHONW PaOOTHI C TOJIB30BATEISIMA M OOCITY)KUBAIOIIUM IEPCOHATIOM
CHCTEMBI.

9.1.2. MopajibHO-3THYECKHE MePbl 3aIIUThI

K MopanbHO-3THYECKHM MepaM OTHOCATCA HOPMBI IIOBEJEHHs, KOTOpble TPAJULMOHHO
CJIOKUJTUCH WJIM CKJIABIBAIOTCS 10 Mepe pacrpocTpanenuss OBM B cTpaHe wim o01iecTBe. ITH HOPMBI
OoNbILICH YacThI0 HE SBISAIOTCA O00S3aTENbHBIMHU, KaK 3aKOHOJATEIbHO YTBEP)KJE€HHbIE HOPMAaTHUBHbIC
aKThl, OJJHAKO, UX HECOOJII0JIEHUE BEAET OOBIYHO K MaJE€HUI0 aBTOPUTETA, IPECTUKA YEJIOBEKA, TPYIIIIbI
JMII WM OpraHM3auud. MopanbHO-3TUYECKME HOPMbI OBIBAIOT KaK HeNucaHble (Hampumep,
oOmIenpu3HaHHbIE HOPMBI Y€CTHOCTH, NAaTPHOTH3MA U T.II.), TaK M MHUCAHbIE, TO €CTh O(OPMIICHHBIC B
HEKOTOPBIH CBOJ (YCTaB) MpaBUII WM IPEAIUCAHUI.

MopallbHO-3THYECKHE MEpBl 3alUTHI SBISIOTCS MPO(PUIAKTHUECKUMH M TPEOYIOT MOCTOSHHOU
paboThl MO CO3JaHMIO 3[JOPOBOTO MOpPAJIBLHOIO KJiIMMaTa B KOJUIEKTHBAX MHojapasjesneHuil. MopaibHo-
STUYECKHE MEpHI 3aIIUThl CHIXKAIOT BEPOSTHOCTh BOBHUKHOBEHHS HETATHUBHBIX JACHCTBHI, CBSI3aHHBIX C
YeJI0BEYECKUM (PaKTopoMm.

9.1.3. Opranu3annoHHble(aAMHUHUCTPATHBHBIE) MePbI 3aLUTHI

OpraHu3anyvoHHble (aJAMUHUCTPATHBHbBIE) MEpbl 3allUThl - 3TO MEpbl OPraHU3aLMOHHOTO
XapakTepa, perjiaMeHTupytoue npoueccol ¢pyHkuuonupoBanus AUC, ncnons3oBanue pecypcoB ANC,
JesITebHOCTh O0CITY>KMBAIOIIETO MEPCOHalIa, a TaKXKe MOPAIOK B3auMojieiicTBus nonb3oBateneit ¢ AUC
TakuM 00pa3oM, 4TOObl B HaWOOJBIIEH CTENEHN 3aTPYAHUTH WM UCKIIOYUTh BO3MOKHOCThH pean3alyu
yrpo3 6€30MacCHOCTH WM CHU3UTh pa3Mep MOTeph B Clydyae UX peaau3alii.

['maBHas 1enb aAMMHHUCTPATUBHBIX MeEp, MPEANPUHUMAEMBIX Ha BBICIIEM YIIPaBICHYECKOM
ypoBHe — copmupoBats [lonutuky nHpopmannonnoit 6e3onacuoctu I1/[H (oTpakaromyro MOIX0AbI K
3amuTe MHPOpMAIMK) U 00ECTIEUUTh €€ BBIIIOJHEHHE, BbIIEAS HEOOX0AUMbIE PECYPChl U KOHTPOJIUPYS
COCTOSIHUE JIEI.

Peammzanus Ilomutukum wundopmanuonHoit 6e3omacHoctu [/l B AUC coctoar u3 wmep
aIMHHUCTPATUBHOTO YPOBHSI ¥ OPraHU3aI[MOHHBIX ([IPOLIEAYPHBIX) MEp 3aIUThI HH)OPMAIIHH.

K agMuHUCTpaTUBHOMY ypOBHIO OTHOCATCS  pPELIEHUS PYKOBOJCTBA, 3aTparvBarollye
nesrenbHocTh AMC B menom. Otu  pemieHus 3akperuritorcs B [lomutuke uH(bOpManMoHHON
6e3omacHocTH. [IpumMepom TakuX pemeHuil MOryT ObITh:

® [PUHATHE pelIeHUs 0 (OPMUPOBAHUM WM NIEPECMOTPE KOMILIEKCHOM IporpamMmbl obecreueHus
6e3onacHoctu I1/IH, onpeneneHre OTBETCTBEHHBIX 3a €€ peaIn3altio;
e (opmynupoBaHuE IieNiel, TOCTaHOBKA 3ajJay, ONpeAeJeHUE HANpaBICHUN JEATETbHOCTH B
obmactu 6e3onacuoctH [1/[H;
® [pUHATHE pEIIeHWH M0 BOMpPOCAM peau3allMi MpOorpaMMmbl  O€30MaCHOCTH, KOTOpbIE
paccMaTpuBaroTcs Ha ypoBHe OO1iecTBa B 11€JI0M;
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e oOecreyeHre HOPMATUBHOM (ITPaBOBOI) 06a3bl BOMPOCOB OE30MACHOCTH H T.II.

[TonmuTuka BEpXHEro ypOBHS [OJDKHA YETKO OYEepTUTh cepy BIMSHHUS W OrpAaHUYCHHUS MpU
ornpeneneHuu nener 6esonacHoctu I1J[H, ompenenuTs KakuMU pecypcaMu (MaTepHalbHBIC, NIEPCOHAN)
OHM OyIIyT TOCTUTHYTHI M HAMTHU pa3yMHBIH KOMIIPOMHUCC MEXKY IPUEMIIEMbIM YPOBHEM 0€30MaCHOCTH U
¢ynkumnonansaocteio AUC.

Ha opranu3allMOHHOM YpOBHE OIPEAENAIOTCS NPOLEAYypbl W NpaBWIa JOCTHKEHUS LEIeHd U
pemenus 3anau [Honutuku nnpopmanronHoi 6ezomacHoctu 1. DTr npaBuIa onpenensior:

® KakoBa 00JIaCTh MPUMEHEHUS MOIUTHKHU Oe3onacHocTu [1/1H;

® KAaKOBbl pPOJIM M OOS3aHHOCTH JIOJDKHOCTHBIX JIMI, OTBEYAIOIIME 3a IMPOBEICHHE MOJUTHUKU
6e3omacuoctu [1/1H, a TakKe MX yCTAHOBUTH OTBETCTBEHHOCTH;

e KTO MMeeT IpaBa gocryna k [1/1H;

® KaKMMH MepaMH U cpeicTBaMu obecrieunBaercs 3amuta [1J1H;

® KaKkMMU MepaMH M CpeACTBaMU OOecreurBaeTcs KOHTPOJIb 32 COOJIIOJICHHEM BBEICHHOTO
pexxrma 6e30MacHOCTH.

OpraHuzalvoOHHbIE MEPBI I0JIKHBI:

® TIpeAyCMaTpHUBaTh PETJIaMEHT WH(OPMAIMOHHBIX OTHOLICHWH, HCKIIIOYAIOIINX BO3MOXHOCTb
HECaHKLIMOHUPOBAHHBIX JIEHCTBUIN B OTHOILIEHUU OOBEKTOB 3aIIUTHI,

® ONpenesATh KOAJTULIMOHHBIE U UEPAPXUUECKUE TPUHIUIBI U METO/Ibl pa3rpaHUUYEHUs AOCTyNa K
IT1n;

® OINpEAEIATHIOPAIOK padbOThI C MPOrPAMMHO-MATEMAaTUYECKUMU U TEXHUYECKUMHU (arapaTHbIE)
CPEICTBAaMHU 3aIMTHI U KPUIITO3AIMTHI U IPYTHX 3aLUIUTHBIX MEXaHU3MOB;

e opranuszoBaTb Mepbl npotusojeiictBuss HCJ] monp3oBarenstMu Ha 3Tanax ayTeHTU(UKALNU,
aBTOpHU3aLUM, HJEHTUPUKAIWK, O0O0ECleYUBAIONINX TapaHTHH  peaju3alud 1[paB |
OTBETCTBEHHOCTH CYObEKTOB MH()OPMAIIMOHHBIX OTHOIICHHIA.

B opranuszanuoHHble MEphI TOIKHBI COCTOATH 3.

e peryiaMeHTa goctyna B nomeuenus AUC;

® MOPSAAOK JOIYCKa COTPYJHUKOB K UCIOJIb30BaHuUIO pecypcoB AUC;

® perjaMeHTa TMpoLeccOB BeAeHUS 0a3 JaHHBIX W OCYHIECTBIGHHA  MOAU(PUKALUU
MH(POPMAIIMOHHBIX PECYPCOB;

® perjamMeHTa NpOIECCOB OOCITY)KMBAHHS M OCYIIECTBICHHS MOAW(MUKAIUN AallapaTHBIX |
nporpaMMHbIx pecypcoB AUC;

e uHcTpykumii none3oBateneit AUC (agmuuuctparopa AUC, aamMuHHCTpaTopa 0E30MaCHOCTH,
oneparopa AUC);

® VHCTPYKLUS II0JIb30BATENs NP BO3SHUKHOBEHUH BHEIUTATHBIX CUTYaLUN.

9.1.4. dusuyecKkue Mephl 3aMMUTHI

®uznyeckue Mepsl 3allUThl OCHOBAHBI HA IMPUMEHEHUHU Pa3HOroO pPoja MEXAHWUYECKUX, DIIEKTPO-
WIN DJIEKTPOHHO-MEXAHMYECKUX YCTPOWCTB M COOPYKEHMM, CIENUAIBHO MpEAHA3HAYEHHBIX IS
co3/laHus (PU3MYECKUX MPEMSITCTBUI Ha BO3ZMOXKHBIX MYTAX MPOHUKHOBEHHUS M JAOCTYIa MOTEHIMAIbHBIX
HapylIUTeae K KOMIOHEHTaM CUCTEMbl U 3allMIaeMoi MHPOpMaIUH, a TaKKe TEXHUUYECKUX CPEICTB
BU3YaJIbHOTO HAOJIIOI€HUS, CBA3HM U OXPAHHON CUTHATU3AIMH.

dusnyeckas 3amuTa 37aHUN, TOMEIICHHH, OOBEKTOB M CPEICTB HH(POPMATHU3AIMU TOJDKHA
OCYILIECTBIIATHCS IIyTEM YCTAHOBJIEHHMS COOTBETCTBYIOIIMX IOCTOB OXPaHbl, ¢ NOMOIIbK TEXHUYECKUX
CPEICTB OXpaHbl MM JIOOBIMH JPYIMMH CHOCOOAaMH, MPEIOTBPALIAIOUIMMH WJIM CYIIECTBEHHO
3aTpyJHSIOIIMMU  IPOHUKHOBEHHWE B  3[aHME, IIOMEIIEHHA IOCTOPOHHUX  JIML, XHIICHHE
MH(OPMALIMOHHBIX HOCUTENIEH, CAaMUX CPEJCTB MH(OPMAaTU3AlNY, UCKIIIOYAIOIUMHU HaX0XACHNE BHYTPU
KOHTPOJHPYEMOi (OXpaHsAeMOi) 30HbI TEXHUUECKUX CPEJCTB Pa3BEAKH.

9.1.5. AnmapaTHo-nmporpamMMHbIe cpeacTBa 3ammThl [1/1n

TexHuueckue (anmapaTHO-IPOrpPaMMHBIE) MEpPBI  3allUThl OCHOBAaHbl Ha HCIOJb30BAHUU
Pa3JIMYHBIX JJIEKTPOHHBIX YCTPOMCTB M CIEHHAIBHBIX IporpaMM, Bxoadamux B coctaB AUC wun
BBITOJIHSAIOUINX (CAaMOCTOATENBHO MM B KOMIUIEKCE C JPYTUMH CpeicTBamMH) (YHKIHMU 3aIIUTHI
(umeHTHGUKAIMIO W ayTeHTH(UKAIMIO TO0Jh30BaTEeICH, pasrpaHWYeHHe JOCTyla K pecypcawm,
perucTpanmio coObITHi, KpUNTOrpapuUecKoe 3aKpeITHE MH(POPMAIUH U T.1I.).
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C ydetoMm Bcex TpeOoBaHWW W TpUHIUIIOB oOecreuenus OezomacHocty [1/ln B AWIC mo Bcem

HaIlTpaBJICHUAM 3allUTBI B COCTAB CUCTCMbI 3allIUTHI JOJI?KHbI OBITH BKJIFOYEHBI CJICAYIOMUC CPCACTBA:

cpencTBa uaeHTU(UKAMK (OTIO3HABAHMS) U ayTeHTU(DUKAIMH (TTOATBEPKICHHUS TTOATUHHOCTH)
noie3oBarenecit AUC,
CpelCTBa pa3rpaHUYCHUs JOCTYIA 3aPETHUCTPUPOBAHHBIX TOJIB30BaTENIed CUCTEMBI K pecypcam
ANC,
cpencTBa oOecredeHus: U KOHTPOJIS 1IEJIOCTHOCTH ITPOTrPaAaMMHBIX U HH(DOPMAITMOHHBIX PECYPCOB;
CpeJlICTBa ONEPaTUBHOIO KOHTPOJISI U PETHCTPALIUUA COOBITHN 0€30MTaCHOCTH;
kpunrorpaduieckue cpeactna 3amuTs! [1/H.

chemHoe HpI/IMeHeHI/Ie TCXHUYCCKUX CpeI[CTB 3alllUTBl HA OCHOBAHUHN HpI/IHI_II/IHOB (pasnen 5)

nmpeamnojgara€t, 4To BBIIIOJHCHHUEC IICPCUMCICHHBIX HMHKC Tpe60BaHPII>i o0ecIieueHo OpraHnu3aliMOHHbIMU
(a[[MI/IHI/ICTpaTI/IBHBIMI/I) MCpaMU 1 UCIIO0JIb3YyCMbIMU (1)I/ISI/I‘~IGCKI/IMI/I CpeacTBaMu 3allIMThI:

obecniedeHa (u3nUecKas eI0CTHOCTh BceX kommoHeHT AUC;
KKl coTpyaHuK (monb3oBatesnb AMC) mnum rpynna mnosib3oBaTelied  HMMEET YHMKaJIbHOE
CHUCTEMHOE MM M MHUHHMMaJIbHO HEOOXOAMMBIE JJIs BBIMOJHEHUS UM CBOMX (DYHKIIMOHAIBbHBIX
0053aHHOCTEH MOTHOMOYUS 110 IOCTYITY K PECypcaM CHCTEMBI;
B AHNC pazpaboTka u oTiIaaka IporpaMM ocyuecTtBisierca 3a mnpeneinamu AMWC, Ha
UCHBITATEIbHBIX CTEHAX;
BCE M3MEHEHUS KOHOUIypalMM TEeXHUYECKHUX U IporpaMmubix cpeactB AWC mpousBoasTcs
CTPOrO YCTAHOBJICHHBIM TOPSIIKOM (PETUCTPUPYIOTCSI U KOHTPOJHUPYIOTCS) TOJBKO Ha
OCHOBAHUU TPUKA30B M pacropshKeHui pykoBoacTBa O0miecTsa,;
cereBoe  000pymoBaHHE (KOHIIGHTPATOPBL, KOMMYTATOpPBI, MAapUIpPyTU3aTOpbl H  T.II.)
pacrioyiaraeTcsi B MeECTax, HEJOCTYNHBIX JJs IOCTOPOHHUX (CHELUAIbHBIX HOMEIIECHUsX,
mKadax, 1 T.IL.).

B OO6uectBe ocCylIecTBISIETCS HENPEPhIBHOE YIPABICHHWE M aAMUHUCTPATHBHAs IOAJCPXKKA

(YHKIIMOHUPOBAHUSI CPEJICTB 3ALUTHI.
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10. KoHTpoab 3(ppeKTUBHOCTH CHCTEMBbI 3a1IUTHI ABTOMATH3MPOBAHHOM HH(OPMAIIMOHHOM
CHCTEMBI

Kontpons apdextuBnoctu C3I1/IH momkeH ocyniecTBIseTcs Ha MepHoandeckoi ocHoBe. Llenbio
KOHTpOJIsI 3()(PEKTUBHOCTU SBISETCS CBOEBPEMEHHOE BBISBICHHE HEHAJICKAIIUX PEXKHUMOB pPabOThI
C3II[IH (OTKIIOYEHHME CPEACTB 3alUThl, HAPYLIEHUE PEKUMOB 3aLUThl, HECAHKLHOHHPOBAHHOE
M3MEHEHHE PeKuMa 3allUThl U T.1.), @ TaK IPOTHO3UPOBAHUE U MPEBEHTUBHOE pearupoBaHUe Ha HOBbIC
yrpo3ssl 6e3omnacuoctu [1/1H.

KoHTposIb MOXXET MpOBOAMUTHCS Kak aaMuHucTpatopamu Oe3omacHoctn AMC (omepaTuBHBIHA
KOHTPOJIb B mpolecce uHpopmarmonHoro B3aumozenctsuss B AWC), Tak U npuBIEKaeMbIMH JJISI 3TON
LEeIM KOMIIETEHTHBIMH OPraHu3alldSIMU, UMEIOIIUMHU JIMIEH3UI0 Ha 3TOT BUJ ACSITENBbHOCTH, a TaKKe
OCTIK Poccun u @Ch Poccuu B nipesiesiax MX KOMIIETCHIIUH.

KOHTpOIb MOXET OCYIIECTBISITHCS aIMUHUCTPATOPOM O€30MaCHOCTH KaK C MOMOIIbIO IITATHBIX
CPEICTB cucTeMBbI 3aiMThI [1JIH, Tak ¥ ¢ TOMOLIBIO CHIELMATIBHBIX IIPOIPAMMHBIX CPEACTB KOHTPOJIS.

Ouenka s dextuBHOCTH Mep 3amuThl [IJIH mpoBOAMTCA € KCMOJIB30BAHUEM TEXHMYECKUX U
IPOTPAMMHBIX CPEICTB KOHTPOJISI HA TIPEAMET COOTBETCTBHS YCTAaHOBJICHHBIM TPEOOBAHUSIM.

19



11. Cdepbl 0TBETCTBEHHOCTH 32 0€30MACHOCTb NMEPCOHATbHBIX TAHHBIX

OTBETCTBEHHBIM 3a pa3pabOTKy Mep W KOHTPOJb Haja obecredeHueM Oe30macHOCTH
MEPCOHAIBHBIX JTAHHBIX SIBISIETCS PYKOBOJAUTENDh MNPEANpUSTHS. PyKOBOAUTENh MOXKET AEIETUPOBATH
4acTh MMOJIHOMOYUH M0 00ecredeHnI0 0€30MacHOCTH EPCOHANIBHBIX JaHHbIX.

Cdepa OTBETCTBEHHOCTH PYKOBOAMTEINS BKIIOUACT CIEAYIONIUME HAMPaBICHUS OOeCIeueHus
oesomacHocTu I1/{H:

- [InanupoBanue u peanmzanus Mep 1o obecredennro 6ezonacHoctu [1/1H;

- Anaim3 yrpo3 6e3omacHoctu [1/1H;

- Pa3pabotky, BHEApEeHUE, KOHTPOIb UCTIOTHEHHSI U TIOIICPKAHUE B AKTyaTbHOM COCTOSTHUU
MOJIUTHK, PYKOBOJICTB, KOHIICTIIHNMA, IPOLEAYP, PETIAMEHTOB, MHCTPYKIUI U IPYTUX OpraHU3aI[MOHHBIX
JIOKYMEHTOB 10 00ecrieueHrnI0 0€30IacHOCTH,

- KonTpons 3anumennoctu UT undpactpykrypsl npeanpustas ot yrpo3 Ub myrewm;

- OGyuenue n uapopmupoBanue noiawszoBateneid AUC, o nopsake pabots ¢ [1JIH u cpencrBamu
3alIUTHI;

- [IpenoTBpaienue, BoIIBICHUE, pEarUPOBAHKE U PacCIeI0BaHNE HAPYIICHUH O€30MacHOCTH
1.

[Tpu B3aMMOJEHCTBUHM CO CTOPOHHHMH OPTaHM3AIMSIMH B CIIydasx, KOTJIa COTPYJHUKAM 3THX
OpraHM3aldil MPEeIOCTaBIsACTCA AOCTYNl K OObeKTaM 3amuThl (pasgen 3), ¢ STUMHU OpPTraHU3aIUIMH
JOJKHO OBITh 3aKitoueHo «CormameHne 0 KOHPUICHINATBHOCTHY, 00 «CoramieHne o CoOII0CHIH
pexkuma OezonacHoctu [1/lH mpu Bemonnenuu padbot B AUCy». IloaroroBka TUMOBBIX BapHAHTOB STUX
COIJIALLIEHUI OCYLIECTBISETCSI COBMECTHO ¢ FOpUAMUYECKUM OTIEIOM.
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12. Moaeab HapyIMTeJ s 6€301acHOCTH

[Ton HapymMTeneM MOHUMAETCS JIUI0, KOTOPOE B PE3yNIbTaTe YMBIIUIEHHBIX WM HEYMBIIIJICHHBIX
JeMCTBUI MOXKET HAaHECTH yIepO o0beKTaM 3auThl (pasaen 3).
Hapymurenu noapasnensrorces no npusHaky npuHauiesxxHoctd k AUC. Bee Hapymurenu nensarcs
Ha JBE TPYMIIBL:
e BHCIIHWE HApYIIUTENW — (U3NYECKHE JIMIA, HE HMEIONIMe NpaBa MNpeObIBaHUA Ha
TEPPUTOPUU KOHTPOJIMPYEMOM 30HBI, B Mpeaeiax KOTOPOW pa3MmeliaeTcss 00opyaoBaHHe
ANC,
e BHYTPCHHHE HAPYIIUTENIH — (U3NYECKUE I, HMCIONIME TpaBO MpeObIBaHUS Ha
TEPPUTOPUHU KOHTPOJIMPYEMOU 30HBI, B Mpeenax KOTOpPOW pa3melaercss 00opy1oBaHUE
ANC.
Knaccudukanusa Hapymureneil mpeiacraBieHa B Moxenu yrpo3 0e30MacHOCTH HEPCOHAbHBIX
nanubix kaxaon AUC.
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13. Moaeab yrpo3 6e30nacHoOCTH
Hnst AUC BBIIENsAIOTCS CIEAYIOIUE OCHOBHBIE KAaTETOPHH yrpo3 O€30MacHOCTH MEPCOHATBHBIX

JAHHBIX:

1) Yrpo3bl HECAaHKIIMOHUPOBAHHOTO AOCTYIA K HH(DOPMAIIHH

- YTpo3bl YHHUUTOXKEHUS, XUIIeHUs anmnapaTHeix cpeactB AUC Hocuteneit mabopmanun
nyTeM (usnueckoro goctyna k snementam AUC;

- Yrpo3sl XWINEHUS, HECAHKIMOHUPOBAHHOW MOIU(MUKAIMA WU  OJOKUPOBAHUS
uH(popMaluu 3a cueT HecaHkiuoHuposanHoro nocryna (HCJl) ¢ mpumeHeHueM NporpamMMHO-
anmapaTHbIX M MOPOrPaMMHBIX CpPeACTB (B TOM UHCIE MPOrPaMMHO-MaTEMaTHYECKHX
BO3/ICICTBUI);

- Yrpo3sl He NpeJHAaMEPEHHBIX AEHCTBUI I0Jb30BAaTENC M HapylleHU Oe30MacHOCTU
dbyakunonupoanus AVIC u C3II/In B ee cocraBe u3-3a cO0EB B MPOrpaMMHOM 00€CIICUCHUH, a
TaKXe OT YIpo3 HE aHTPOIOTeHHOro (cOOEeB anmaparypsl H3-3a HEHAJIS)KHOCTH 3JIEMEHTOB, cOOEB
AIEKTPONUTAHMS) U CTUXUHHOTO (yIapOB MOJIHUH, MI0’KapOB, HABOJIHEHUH U T.II.) XapakKTepa;

- Yrpo3bl npegHaMEepPEHHBIX JEHCTBUN BHYTPEHHUX HAPYLIUTEIICH;

= yI‘pO?;BI HCCAHKINMOHUPOBAHHOI'O JOCTYIIA I10 KaHaJlaM CBA3U.
Omnmcanue Yrpo3, BEPOATHOCTb HMX pfain3allii, OIIACHOCTH M AKTYaJIbHOCTb IIPCACTaBJICHBI B

Mogenu yrpo3 6€301macHOCTH IEPCOHATBHBIX JTaHHbIX Kaxaon AUC.

22



14. Mexanu3m peanuzanuu Konnenmun

Peanmzanus KoHnenmuu A0MKHA OCYIIECTBISTHCS HA OCHOBE MEPCIEKTHBHBIX IMPOTPAMM U
IUIAHOB, KOTOPBIE COCTABJISIOTCS HA OCHOBAaHUH U BO MCIIOJIHEHUE:

- (heepasIbHBIX 3aKOHOB B 00J1aCTH 00ecTieyeHnss HHPOPMALIMOHHOM 0€30MacHOCTH U 3aIUThI
nHpopmanuu;

- nocranoBienui [IpasurenscrBa Pocculickon @enepanny;

- PYKOBOJISIINX, OPraHU3alMOHHO-PACIIOPAIUTEIbHBIX U MeTOInYECKUX JOKyMeHTOB DCTIOK
Poccuu;

- motpedbHocteir AVIC B cpencTBax odecnieueHus: 6€30macHOCTH HH(POPMAIIUH.
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15. Oxupaemplii 3¢ dexT oT peanuzanuu Konuenuuu

Peanuzanusa Konnenuuu 6e3onacuoctu [11n 8 AVIC no3BOJINT:

- OLIGHUTH cocTosiHuE O6e3omacHocTr nHpopManuu AVC, BEIIBUTh HCTOYHUKH BHYTPEHHUX U
BHEIIHHUX yrpo3 HH()OPMAIMOHHOW O€30MacHOCTH, OMPECIIUTh TPUOPUTETHBIC HATIPABIICHUS
MPEIOTBPAIICHUS, OTPAKEHUS U HEUTPAITU3allUN dTUX YIPO3;

- pa3paboTaTh pacopsSAUTEIbLHBIC U HOPMATHBHO-METOINYECKUE TOKYMEHTHI IPUMEHUTEIBHO K
AUC;

- MpoBecTH Kiaccupukanuio u ceprudukanuio AVC,

- MPOBECTH OPTraHU3AIMOHHO-PEKMUMHBIC U TEXHUYECKUE MEPOIIPUATHUS 110 00ECIICUEHUIO
6e3onacuoctu [1/In B AUC;

- obecneunTh HEOOXOIUMBIH YPOBEHb 0€301MaCHOCTH 0OBEKTOB 3aIUTHI.

OcCyIecTBICHHE OTUX  MEPONPUATHH  00ECNeYWT CO3JaHuEe  CJAMHOH, IICIOCTHOH U
CKOOPJIMHUPOBAHHON cucteMbl HHpopMarmoHHon Oe3zormacHoctd AMC u co3macT ycloBus Ui €€
JATBHEUIIIETO COBEPIICHCTBOBAHUSI.
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16. Cnucok ncno1b30BAaHHBIX HCTOYHMKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBBIMU U METOJMUYECKUMH JTOKYMEHTaMHU, Ha KOTOPbIX Oa3upyercs
Hacrosmas KoHuenmus sBistoTcs:

1 ®enepanbubiii 3akoH oT 27 utonst 2006 r. Ne 152-03 «O nepcoHanbHbIX TaHHBIX;

2 TpeOboBaHus K 3alllUTe€ MEPCOHAIBHBIX JAHHBIX IPU UX 00pabOTKe B aBTOMATH3UPOBAHHBIX
UHPOPMALMOHHBIX cucTeMax (yTB. mocraHoBieHueM [lpaBurennctBa Poccuiickoii @enepanuu ot 1
HOs10pst 2012 1. Ne 1119);

3 Meroauka ompeneneHusl akTyalbHBIX YTrpo3 0e30MacHOCTH IMEPCOHATBHBIX JAHHBIX HpPU HUX
00paboTKe B aBTOMATU3UPOBAHHBIX HH(MOPMALMOHHBIX CUCTEMax (YTB. 3aMECTHTEIEM JUPEKTOpa
OCTIK Poccuu 14 dpespans 2008 r.);

4 ba3oBasg Mozenb yrpo3 O€30IaCHOCTH IEPCOHAIBHBIX JAaHHBIX IpU HX 00paboTke B
aBTOMATH3UPOBAHHBIX WH(POPMAMOHHBIX cucTemax (yTB. 3amecturenem aupekropa ®CTIK Poccun 15
despans 2008 r.) (ACII).

5 Metoanueckiue peKOMEHJAIUU MO0 O0ECIEUYEHUI0 C MOMOIIBI0 KPUITOCPEACTB OE30MAaCHOCTH
IEPCOHANBHBIX JAHHBIX NPU HMX OOpabOTKE B aBTOMATU3UPOBAHHOM HH()POPMALMOHHOW CUCTEME C
UCIIONIb30BaHUEM CpelICTB aBToMaTu3auu (yTB. PykoBonctBom 8 nentpa @Ch Poccun 21 despans 2008
r. Ne149/54-144).

6 YTBepxk/IeHUE COCTaBa U COJEPKAHMsI OPraHU3AIMOHHBIX U TEXHUYECKUX MEp MO 00eCIeueHHIO
0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX MPU MX 00pabOTKe B aBTOMATH3UPOBAHHBIX MH(POPMALMOHHBIX
cucremax» (ytB. [Ipukazom ®CTOK Poccum ot 18 deppains 2013 r. Ne 21);

7 YTBepxaeHue TpeOoBaHUN O 3ammre HH(OpMAIUHM, HE COCTaBIAIOIIEH TOCYAapCTBEHHYIO
TaliHy, co/iep Kalleicsl B roCyAapCTBEHHBIX HH(popMalmoHHbIX cucteMax (yTB. [Ipukazom ®CTOK ot 11
despaisa 2013 r. Ne 17).
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